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About ProcessGene Ltd.

* ProcessGene™ develops GRC solutions for
global enterprises

« Serving tier 1, global, multi-subsidiary
customers from various industrial branches

* Over 40 global integrators deploy and use the
GRC Suite, with over 1000 installations
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ProcessGene’s Offering

An end to end GRC software suite,
designed for multi-subsidiary enterprises

* The first integrated BPM/GRC suite in SaaS

* The only “Multi-Org” GRC solution- designed
for multi-subsidiary enterprises
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Voice of (some) Customers

Customer Voice of the Customer

Teva Pharmaceuticals | “...a central enabler for Teva's Oracle E-

RIELS | Largest generic pharmaceutical | pysiness suite global implementation...”

F:ompany Worldw!de, operating Mr. I. Gilboa, CIO, Teva Pharmaceuticals
i in over 40 countries '

_________________________________________________________________________________________________________________________________________________________________________

| Keter Plastic Group “...The most important management tool for
V(i B | Europe's largest manufacturer | €xploring, mapping and optimizing our SAP
| of plastic consumer products, | Processes & GRC worldwide ...
operating in 20 countries i Mr. J. Sigura, CIO, Keter Plastic Group
i Strauss Group “...Multi-Org enables the effective
| & | International food & beverage | Managementof global BPM/GRC efforts.
ESM} N corporation operating 26 i SaaS simplifies deployment, reduces cost...”
| | production sites in 17 countries | Mr. O. Strauss, CIO, Strauss Group
| Shufersal . «...powerful workflows and dashboards...
'\”—'.301:)'“’ Israel's largest retail chain, Acompll_ance framework that integ”rates
' ' operating 248 stores nationwide | Process-improvement and GRC...
| with 13,000 employees i Mr. S. Zohar, CFO, Shufersal
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Differentiation & Competitive Advantage:
ProcessGene Multi-Org Technology

* The only solution in the market that (1) integrates BPM
and GRC, and (2) confronts Multi-Subsidiary complexity

Cost 4
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Complexity
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Independent
Solutions

"
AR
I >

Standardization
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Benefits and Differentiation of the
ProcessGene™ GRC Solution

» Leaders in cloud provisioning

* Designed for multi-subsidiary, global
organizations

* Very fast implementation

* Full automation, with powerful BPM
technology under the hood

* Supports multiple GRC frameworks
» Direct connectivity to ERP systems

 Unlimited amount of viewers via html
reports
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ProcessGene GRC Solutions

End-to-end GRC enablers
Search and GRC Diagnostics

Reports Module and Dashboards

' Risk - | Regulatory
Management | | Compliance
Multi-Org \ Collaboration
Mechanism Mechanism
Corporate

. Governance

Connectivity to Internal Graphu;s

ERP systems Audit engine for

Diagrams

X

Business Process Task and Workflow

Management Engine Platform

SaaS Platform
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Risk Management

 ldentify, evaluate and prioritize organizational risks

« Relate risks to relevant business processes, systems
and organizations

« Mitigate and control the risks

- Track and diagnose progress of the risk management
program

« Link KRIs to processes or risks

« Record and categorize loss events

- Manage opportunities vs. risks

« Global and optimized risk vs. return management

* Business processes that involve high risks are easily
monitored and diagnosed
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Regulatory Compliance

e Support a wide array of compliance programs covering
USA and EMEA reqgulations

« Specialized functionality & repositories for specific
compliance programs

« Sample regulations: SOx, FDA, FERC, NERC, FAA,
OMB A-123, EH&S, HACCP, ISO 22000, PCI, BSA,
Patriot Act, GLBA, KYC, AML, Basel Il, MaRisk, ISOx-
Goshen, SAS70, eTOM, PCI-DSS, ISO 27002, NIST

* End to end solution, covering the entire regulatory
compliance cycle

« A common framework to comply with the on-growing
regulatory scope enables to reduce compliance costs
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IT GRC

« Measure and mitigate IT risks by implementing controls that
ensure the security and integrity of data, systems, networks
and IT facilities

« Ensure compliance with a set of IT regulations governing data
retention, privacy, confidential information, change
management, vendor information and disaster recovery

- Based on leading control frameworks such as Cobit, ISO
27002, NIST, ITIL

« Automation effectively reduces the cost of enforcement, while
providing improved and quantifiable compliance results

« Direct connectivity to enterprise software systems automates
and improves the effectiveness of IT compliance enforcement

« [Easy access to objective evidence for compliance
enforcement
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Internal Controls

« Document, test, sign-off and monitor the organizational
controls

« Automated workflows simplify follow up on testing, sign-
off and deficiency remediation

« Collected evidence is documented electronically, with full
audit trail

« Automation reduces costs and prevents errors that are
caused by manual, non validated activities

« A control is tested once and then re-used for several
compliance purposes and goes through several types of
audits
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Corporate Governance

« Manage a dynamic set of processes, policies and
procedures related to reliability, integrity and compliance
with laws and regulations

« Deploy a workflow of automated approvals to ensure that
governance is communicated and enforced

« Verify, through surveys and enterprise wide
acknowledgment processes, that governance is
disseminated and enacted

« Enable a clear and traceable accountability mechanism
to ensure adoption of corporate governance principles

« Comply with required legal regulations
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ProcessGene™ GRC: Five Roles,
Seven Responsibilities

Role Responsibility

GRC I\/Ianagefl; " Document Business Processes
EX j T/f Risks, Controls, Test Plans

Control Owners Q Execute Controls and document

) execution evidence

Ao

Internal Testers
v 8

External Auditor | /= ] @

Report test results remediation

%/ Conduct tests over Controls. ] % Manage deficiency )

_ Review efficiency of Controls -« Verify deficiency

€ 0 o
SY. o ¥ based on test results .7 remediation
Approvers PR %Sign-Oﬁ Business ]
£ /4 Processes
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| & environment

USA
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Login Page\
Model:  |HE usa |

Username: Itaylor@processgene.com
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[Tl Presentation mode

Change password | Restore password

ProcessGene™ GRC
Solution for Governance, Risk Management & Compliance: MULTI-ORG Edition

For technical support please contact: support@processgene.com © 2010 ProcessGene Ltd.
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Business Process Model for: ProcessGene Demo English
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Tree view

Quick Search

= £ Model root
[i]Revenus
[i]Expenditure
(1] Payroll
[1]Procure to pay
[i]Inventory management
[i]Fixed assets
1] Treasury
=49 Financial reparting
[F3| Preparing the trial balance
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[Z] Recording additional entries
[Z]Opening Balances
[Z] Setting of new accounts
[Z] Cutoff accounts
[Z] Contingencies
[Z] Provision for warranty
|Z]Financing component
[Z] Intercompany accounts
[Z] Taxes
[1]1IT general contrals (ITGC)
[1]1Entity Level Contrals (ELC)
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Model root = My Home Page
My Home Page

Hello William Taylor (Documenter)!

Project steps —
IGRC (Governance, Risk and Compliance management) ;l
| Document Processes, Risks & Controls | Test, Evaluate, Remediate Signatures Reporting & Diagnostics
4 5
My tasks
E’ @ & IE Data rows: |30 B
[# | Name | Link | Assigned to | Start date | Scheduling da
1 Periodic review for control  Periodic review for control activity: Excel (E&William Taylor 04-0ct-2010 08:10 4ufever_',l
activity: Excel files files password protection (C-PG10); (Documenter) effective (
password protection (C- Financial reporting = Preparing the trial
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2 Quarterly documents Quarterly documents preparation before %William Taylor 04-0ct-2010 02:10 4ﬂfe1.'er_','
preparation before test test period begins; Financial reporting = (Documenter) effective (
period begins Preparing the trial balance
3 vearly risk review of the Miscalculations and errors due to wrong %William Taylor 14-5ep-2011 Everj,r Sep
risk Miscalculations and uze of the electronic spreadshests; (Documentery 0810 effective
errors due to wrong use of | Financial reporting > Preparing the trial
the electronic spreadsheets  balance
(R-PG10)
4| | il
| Page |1 of 1 | Displaying data 1- 3of 3
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[T 1 Erreneous classification of R-PG1 Erroneous classification of 1) Trial balance was zeroed Serious (4) Likehy (4
accounts to balance accounts to balance out. (C-PG1)
sheet/income statement sheetfincome statement items
items in the Trial Balance. in the Trial Balance.
[T 2 Lackofprotection on R-PG10 Lack of protection on 1} Excel filez password Serious (4) Possible
electronic spreadsheet electronic spreadsheets can protection (C-PG10}
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[T & Accounts in the Trial R-PGS Accounts in the Trial Balance 1) The Controller checks to  Minor (2} Rare (1}
Balance and profit & loss and profit & los= do not match  see that the accounts in the
do not match the waorking the working papers / some of  Trial Balance match the
papers ! some of the the additional entries were not  working papers and that all
additional entries were not recorded as required. of the additional entries
recorded as reguired. were recorded as required.
(C-PG5)
-
< | f
A Risks (10) lO Controls I:lD]“[liﬂ Diagnustiu:s‘ Jump to Controls management
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Model root » [1] Financial reporting » [2] Preparing the trial balance = View Risk
[L] Lack of protection on electronic spreadsheet data: View Risk /

A selected Risk’s
properties

Q Prﬂperl:ies” ﬂiu Diagnostics H ¢ Cost history (2) ” ‘/Audit” E’ Tasks (1) ||I3 Documents (1]||

Hello William Taylor (Documenter)!

I &0~ | 815

) Change requests {1j|”%‘if,-l-.l_|d| L

Global data: in all organizations and projects

Rizk category

Related Controls 1) Excel files password protection (C-PG10)

Mame Lack of protection on electronic spreadsheet data
1D 16023
Mumerator R-PG10 pn of
Description Lack of protection on electronic spreadsheets can lead to errors, micalculations and expose

spreadsheets to non-authorized users it items in
Reporter (S; william Taylor (Documenter)

zlectronic
1to errors,

Azzertions --

Local data for: USA The Risk’s description

I= mandatory? Mo il
Comments The relevant Excel version is 2010. gl_l':l'ﬂed
Key risk? Yes :
Audit result Fazsed

Owner role Corporate Controller financial
Owner name £ Joseph John Themson {(Control Owner) gnr!E;IiJsttt;l:e
Raw Risk: Impact Serious (4)

Raw Risk: Likelihood Possible (3)

Residual Risk: . -

Impact Minor (2) «— Raw and residual levels _
Residual Risk: sactions
- ' Unlikeely (2] zcordance
Likelihcod e Uz
Risk tolerance 12

Opportunity? M R a-

. < elate rtunities

Cpportunity N N ated oppo

description —

Related Processes 1. Preparing the trial balance (Lewvel 2) alance and
Acknowledged in v :Ch the
local org.? es :r?;tthe
System generated data I
Created by William Taylor (Documenter)

Creation date 14-Sep-2010 11:13

mMndified b William Tavlnr (Tocrnmentert ﬂ FEiE

T TECOTUET veToOr e recoraer rrerenr e approval of

Tree view [Search resuItEJ

approval of the
appropriate party.

n nmT

the appropriate party.

Related Controls

1} Trial balance was zeroed out.

1) Excel files password protectig

1} Steps for the preparation to th
quarterhy/annual financial statem
(integrity control). (C-PG2)

1) Calculations / working papers
prepared by the Controller are ct
by WP Finance. (C-PG3)

1} The Controller is responsible t
examine if there are any off bala
sheet transactions that can effes
financial statements. If necessar
Controller integrates the transaci
the relevant notes. (C-PG4)

1) The Controller checks to see t
accounts in the Trial Balance ma
working papers and that all of th
additional entries were recorded
required. (C-PG5)

1} Additional journal entries are r
in the Trial Balance excel file by 1
Controller only. (C-PGS}

AL Mlmmd mf dlhm md mffm mem demm-

3

A Risks (10) [u Contrals I:lD]Jl[Iﬂ Diagncustich
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Model root » [1] Financial reporting » [2] Preparing the trial balance = View Risk
[L] Diagnostics: View Risk

A selected Risk's
diagnostics

<

|Q: Pruperties| (o Diagnostics

] Cost history (2) ” v Audit” E’ Tasks (1) ” [T Documents (1) |

Hello William Taylor (Documenter)!

g 18

Risk Heat Map

Almost certain

(5]
Likely (4]

Fosszible (3]

Unlikcely (2]

Rare (1)

Likelihood:
Impact:

Insignificant (1) Minor (2] Moderate (3)

Medium

(Raw Risk=12)

Serious (4]

Crazh (%)

Legend

£ Risk value Risk weight Comments

Raw and Residual Risk Odometer

Raw Risk Residual Risk

Low level of risk, should not require much attention but should be reviewed at least

1 1-6 Low
annually

2 g_12 Medium _Medlurn lewel of risk, =should be monitored and reviewed annually as a minimum, & monthlhy
if neceszary

3 14-20 High High lewvel of risk, =should be constantly monitored and reviewed quarterly or & monthlhy

4 Owver 20 Very high  Top level of risk, should be constantly monitored and reviewed monthly

"l Change requests (1)”‘{Aud| b=

F

Related Controls

pn of

hit items in

=]

zlectronic
1to errors,

se
jutharized

ncial
hndled.

financial
a result of
on/ mistake

zactions
ccordance
he US

alance and
tch the

E of the

E not

s are
hpproval of

- et b

1} Trial balance was zeroed out.

1) Excel files password protectig
PG10)

1} Steps for the preparation to th
quarterhy/annual financial statem
(integrity control). (C-PG2)

1) Calculations / working papers
prepared by the Controller are ct
by WP Finance. (C-PG3)

1} The Controller is responsible t
examine if there are any off bala
sheet transactions that can effes
financial statements. If necessar
Controller integrates the transaci
the relevant notes. (C-PG4)

1) The Controller checks to see t
accounts in the Trial Balance ma
working papers and that all of th
additional entries were recorded
required. (C-PG5)

1} Additional journal entries are r
in the Trial Balance excel file by 1
Controller only. (C-PGS}

-
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View
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Model roat » [1] Financial reporting » [2] Preparing the trial balance » Risk: Lack of protection an electronic spreadshest data »
Caost history management

[L] Risk: Lack of protection on electronic spreadsheet data: Cost history management

|Q= Properties ” o Diagnostics |

# cost history (2)

H ‘(Audit” ﬁ' Tasks (1) |||f| Documents (1)

Hello William Taylor (Documenter)!

j Change requests (1)”‘«(Aud|

Related Controls -

1 Tree view ” Search results

-7 B0 EB R b Historical cost events
L r | Subject | Date | Description | From cost | To cost | Comments | Ackno
O 1 Files were edited ~ 30-Sep-2010 A file was not protected with an 25K 3 25K 5 - ez
by unauthorized 00:00 access password and changes were h of
personnel made by unauthorized personnel, eetfincome
hence the file was reconstructed [rial
2 Weed to redo 15-Sep-2007 Two cells within excel files were not 10K 5 15K 5 - Yes
balance sheet due 00:00 protected and the calculation formula lectronic
to errors of one of the debit totals was to errors,
incorrect. =
uthorized
cial
ndled.
hancial
result of
n/ mistake
Bactions are
Hance with
GALP.
hlance and
ch the
of the
not
= are
4] | ] pproval of
Ei]i]erriEtE party.
[ T 1| S S n e T e o s e mel b

1} Trial balance was zeroed oul
PG1)

1) Excel files password protect
PG10)

1} Steps for the preparation to t
quarterhy/annual financial staten
(integrity control). (C-PG2)

1} Calculations / working papers
prepared by the Controller are c
by VP Finance. (C-PG3)

1) The Controller is responsible
examine if there are any off bak
sheet transactions that can effe
financial statements. If necesza
Controller integrates the transac
into the relevant notes. (C-PG4)

1) The Controller checks to see
the accounts in the Trial Balanct—
the working papers and that all
additional entries were recorde:
required. (C-PGS)

1} Additional journal entries are
recorded in the Trial Balance ex
by the Controller only. (C-PGE)

-
A% Mmmd mF dm mod mFEm e H:,J

a Risks [ll]]“O Controls I:le“[lﬂﬂ Diagnostics‘
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Hello William Taylor (Documenter)!

Model roat » [1] Financial reporting » [2] Preparing the trial balance = View Audit plan
[L] Lack of protection on electronic spreadsheet data: View Audit plan

|Q: Properties ” Hil] Diagnostics ” @ Cost history (2) ’(Audit |I§ Tasks (1) ||__'='| Documents (1)

EARERre ~— IThe Risk’s audit plan and audit execution dataI "l Change requests (1)”'¥Aud| ¥
Y
Global data: in all organizations and projects J
Sample size N
Test procedure Related Controls
Required documents h of 1) Trial balance was zeroed oui
Criteria for positive compliance getfincoms  PG1)
Criteria for negative compliance [rial
Related docurnent
Local data for: USA lectronic 1) Excel files password protect
Frequency to errors, PG10}
Comments -
Related document - local uthorized
Systemn generated data
P cial 1} Steps for the preparation to t
Ezjzzzadtibu‘; date ndled. quarterhy/annual financial staten
Local data modified (integrity control). (C-PG2)
by hancial 1} Calculations / working papers
Local data result of prepared by the Controller are ¢
modification date n/ mistake by VP Finance. (C-PG3)
-, - - Eactions are 1) The Controller is responsible
The Risk’s audit plan, audit schedule Hance with  examine if there are any off bal
and audit results, including the documentation GAAP. sheet transactions that can effe
of historical results and the management of E”ﬂ?c'ﬁ's?ﬂfﬂmﬂ?m-tﬁ (oeessa
L - ontroller integrates the transac
deﬂCIenCy remediation into the relevant notes. (C-PG4)
hlance and 1) The Controller checks to see
ch the the accounts in the Trial Balanct
of the the working papers and that all
not additional entries were recorde:
required. (C-PGS)
= 5 are 1} Additional journal entries are
A pudit plan || B schedule (o) i Audit results (8] T2 Audit result history (0} = Deficiency remediation (0) pprovalof  recorded in the Trial Balance ex
= by the Controller only. (C-PGE)
appropriate party.
= L L . T I L . 1 n-. & s 71 n e Mirmnni 1 [ hmarn ma S A% Mend nf bhe mad A Aen Ao
4 3

a Risks (10) l(\}' Controls I:leJl[lﬂﬂ Diagnostich
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| [ [ [ [ [ [ [ Trustedsites | Protected Mode: OFf

[va = [®1wo% - 4



/7 https:/ fwww.pgene.com/pg_demo_eng/processgene/single_item_manager.php?objectTypelD=236&pr_id=59 0] x| g

| File Edit View Favorites Tools Help

Model roat » [1] Financial reporting » [2] Preparing the trial balance » Risk: Lack of protection an electronic spreadshest data »
Task management

[L] Risk: Lack of protection on electronic spreadsheet data: Task management

|Q: Properties ” Hil] Diagnostics ” ] Cost history (2) ” V{Audit E’ Tasks (1) ||f| Documents |:1j||

Hello William Taylor (Documenter)!

fdb [& [ | [V | (5 Datarows: |30 BB | |4 &

L | r | # | Name | Description | Remind every (days) / My - Due date | Assigned to | Start date
01 “early risk review Review the 2 14-5ep-2011 02:10 &% William Taylor 14-Sep-2011 08
accuracy of the (Documenter)

risk data in the
system and check
if it needs an
update.

Tasks related to the modeling and
management of the Risk

Ell o

paget of1l Displaying data 1 - 1of 1

"| Change requests (1)”‘«(Aud| b=

Related Controls -

h of
eetfincome
[rial

lectronic
to errors,

=
uthorized

cial
ndled.

hancial
result of
n/ mistake

Bactions are
Hance with
GAAP.

hlance and
ch the

of the
not

= are
pproval of

Ei]i]erriEtE party.
L L T I U S, 1 n-. & s 71 n nmT Mrannid awcmannan
al ]

bmsem mmd b

1} Trial balance was zeroed oul
PG1)

1) Excel files password protect
PG10)

1} Steps for the preparation to t
quarterhy/annual financial staten
(integrity control). (C-PG2)

1} Calculations / working papers
prepared by the Controller are c
by VP Finance. (C-PG3)

1) The Controller is responsible
examine if there are any off bak
sheet transactions that can effe
financial statements. If necesza
Controller integrates the transac
into the relevant notes. (C-PG4)

1) The Controller checks to see
the accounts in the Trial Balanct—
the working papers and that all
additional entries were recorde:
required. (C-PGS)

1} Additional journal entries are
recorded in the Trial Balance ex
by the Controller only. (C-PGE)

-
A% Mmmd mF dm mod mFEm e H:,J

1Treeview“5&arch results a Risks [ll]]“O Controls I:le“[lﬂﬂ Diagnostics‘

[ [ [ [ [ [ Trustedsites | Protected Mode: OFF |45 - |# 100% -



7 https:/ fwww.pgene.com/pg_demo_eng/processgene/single_item_manager.php?objectTypelD=236&pr_id=59 0] x| 5

J File Edit Wew Favorites Tools Help Hello William Taylor {Documenter)!

Model roat » [1] Financial reporting » [2] Preparing the trial balance » Risk: Lack of protection an electronic spreadshest data »
Document management

[L] Risk: Lack of protection on electronic spreadsheet data: Document management

|Q: Properties ” Hil] Diagnostics ” ] Cost history (2) ” v Audit ” E’ Tasks (1) (2 pocuments (1)

] Change requests (1)”‘«/Aud| L
B-ZRE O EB B ?
L | r | # | Wame | GiL | D |Desu:ri|:|-ti|:|n | Is ma...| Comments | Created by |Creati|:|n .
Related Control
O 1 |B cekietd L0 & Checklist for the yearly montor  No  Ifupdate is Wiliam Taylor  14-Sep-: S —
” IC dEC ISt doCx activities of the rizk needed, pleass (Documenter) h of 1) Trial balance was zeroed oul
(Upload) upload the new eetfincome PG1)
file to the system. [rial
lectronic 1) Excel files password protect
to errors, PG10)
=8
uthorized
cial 1} Steps for the preparation to t
R ndled. quarterhy/annual financial staten
Documents related to the modeling fintegrity control). (C-PG2)
and management of the Risk : : :
nancial 1} Calculations / working papers
result of prepared by the Controller are c
n/ mistake by VP Finance. (C-PG3)
Bactions are 1) The Controller is responsible
Hance with  examine if there are any off bal
GALP sheet transactions that can effe
financial statements. If necesza
Controller integrates the transac
into the relevant notes. (C-PG4)
hlance and 1) The Controller checks to see
ch the the accounts in the Trial Balanct—
of the the working papers and that all
not additional entries were recorde:
required. (C-PGS)
5 are 1} Additional journal entries are
ﬂ | ﬂ pproval of recorded in the Trial Balance ex
= by the Controller only. (C-PGE)
appropriate party.
™ I - T U T, [ T | O R e | n e T e o s e mel b A% Mnnd nf thm et aFfn men dame
T ] ﬂJ

1Treeview“5&arch results a Risks [ll]]“O Controls I:le“[lﬂﬂ Diagnostics‘

| [ [ [ [ [ [ [ Trustedsites | Protected Mode: OF |45 - |# 100% -
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Tree view

Quick Search

= to] Model root

Business Process Model for: ProcessGene Demo English

A, M

H [i]Revenus

H [i] Expenditure

& 1] Payroll

1] Procure to pay

= [i]Inventory management
# [i]Fixed assets

H (1] Treasury

=19 Financial reparting

o~

“«

[F3| Preparing the trial balance

[Z] Recording additional entries

[Z]1Opening Balances

|Z] Setting of new accounts
[Z] Cutoff accounts

[Z] Contingencies

[Z] Provision for warranty
|Z]Financing component
[Z] Intercompany accounts
[Z] Taxes

H [1]IT General Controls (ITGC)

 [1] Entity Level Contrals (ELC)

Define the list of
related Controls

2%~
: | Mo Workgroup

r
[T

Model root = [1] Financial reporting = [2] Preparing the trial balance » Control management

@ | ¥

W @T

(2|22, [L] Preparing the trial balance: Control management

Hello William Taylor (Documenter)!

Relate Risks and Controls
to the Process

':::'::. Properties”:T Diagram (1)

&> 6RC (10/10) [ sign-off (1) I@’ERP (SJHD Change requests (1)][\(Aud| » =

EARFAr I8 = P~ A ANy == AR e
o M & | % | Name Numerator | Control objective Related Rizks Nature of...| Control type
. A Additional journal C-PGE Addttional journal entries are 1) Accrued expenses  Automatic  Preventive
entries are recorded recorded in the Trial Balance excel hawe not been
in the Trial Balance file by the Controller only. Additional identified. (R-PGE)
excel file by the journal entries that was recorded in -~ 2) Additional journal
Controller only. the Financit system is checked by entries are recorded
the Controller wia pulling trial balance without the approwval
from the Financit system and of the appropriate
comparing it to the excel file. party. (R-PGE)
[T 2 % Excelfiespassword C-PG10 The target of this control is to check 1) Lack of protection Manual Detective
protection the existence of structured control on electronic
cells, deletion/change protection and spreadsheet data (R-
password protection for the files. PG10)
O 3 Prepaid expenses/ C-PG5 The Controller checks the prepaid 1) Prepaid expenses/ Manual Preventive
accrued expenses expenses! accrued expenses Accrued expenses
detailed accounts detailed accounts and verifies that are incorrect or
check. all the amounts are correct. incomplete. (R-PG9)
[T 4 @ Trialbalance was C-PG1 The Controller checks that the trial 1} Erroneous m Detective
zeroed out. balance zeroed out. classification of dependent o
accounts to balance
sheetiincome
statement items in the
Trial Balance. (R-PG1)
[T 5 & Steps forthe C-PG2 The Controller has a quarterhy 1} An account in the m Preventive
preparation to the checklist detailing all of the steps financial statements dependent
quarterhy/annual that have to be taken as part of the was not handled. (R-
financial statements preparation of the quarterty/annual PG2)
(integrity control). financial statements (integrity 2) Prepaid expenses
control). hawe not been
identified. (R-PGT)
Calculations / C-PG3 Calculations / working papers 1) An error is made in -~ Manual Detective
working papers prepared by the Controller are a financial statement
prepared by the checked by VP Finance. account as a result of
Controller are an erroneous
checked by VP calculation/ mistake
Finance. on a working paper. -
‘| | »

1 Tree view ” Search results

IA Risks (10)‘

O Controls (10)

lﬂﬂﬂ Diagnostics‘

|Done

I_ I_ ’_ I_ I_ I_ |j Trusted sites | Protected Mode: Off
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Model root » [1] Financial reporting » [2] Preparing the trial balance » View Control Hello William Taylor {Documenter)!
L] Excel files ion: Vi ,
[L] password protection: View Control P A selected Control’s
Q Properties [V{Test”ﬁ' Tasks liljlul_fl Documents (1) | < properties t
AT ST AN T
< - : s 5 =
Global data: in all organizations and projects R Al 2l 1 change requests ul,I”V{Aud| b
- : selected Control’s
Mame Excel files password protection -
D 27509 properties
Mumerator C-PG10 ; i
T . . . . ted Rizk i
Control objective The target of this control is to check the existence of structured control cells, deletion/change S e et eoni e
protection and password protection for the files. ccrued expenses  Automatic Pres
Description Testing the spreasheet protections in order to prevent future errors. 3_I'_I'2lt been _
Control type Detective tlfle_::_j. [F‘.—_F‘SS_;
Related Risks 1) Lack of protection on electronic spreadsheet data (R-PG10) dditional journal
Key control? Yes es are recorded
Nature of control Manual out the EFFrt':""E'I
Fraud related? Mo :3 f&_pgﬂper.lﬂ :
Financial impacts? Yes - -
COS50 Monitoring ack of protection Deetg
Control design GAPs | -- lectronic
Local data for: US4 ?ﬁshea Lol
Safeguard asset Mo :
I= mandatory? Mo - repaid expenses/  Manual Prex
Assertions PD - Presentation & Disclosure Assign a rued expenses
Comments -- Control owner ncorrector
Iz passive? Mo mplete. (R-PGS)
Control effective? Ineffective Froneous T dependent Dete
Owner role Corporate Controller sification of
Owner name £ loseph John Themson (Control Owner) - - ~ | punts to balance
Transaction type Routine Determine execution itl'll'll:lll!TIE .
frequency Ement tems in the
Control owner role | q Balance. (R-PG1)
(text) '
Contraol risk level Medium n account in the [T dependent Prex
Ewecution frequency Quarter] "'3|ﬂt| ﬁtﬂtg:'ngnt;
Date of Control  not handled. (R-
Implementation 01-Sep-2008 00:00 I
Contral in place - [epaid sxpenses
Design effectiveness  Effective z_r_lntt:eenﬁ 5
tified. (R-PGT)
Wallthrough N ﬂ
2zomaloto D Z — n error is made in -~ Manual Diete
working papers prepared by the Controller are a financial statement
prepared by the checked by VP Finance. account as a result of
Controller are an erroneous
checked by VP calculation/ mistake
Finance. on a working paper.
{R-PG3)
— —_— - PE——— . . . - . . - -
4 3
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Model root » [1] Financial reporting » [2] Preparing the trial balance » View Control » Edit Control Hello William Taylor (Documenter)!
[L] Excel files password protection: Edit Control All fields are editable
- ) -
IQ Properties HV{ Test”ﬁ' Tasks (1) ”I_fl Documents (1) in the Control’s edit form t
(L e | [HlsaveandClose 5 | 1 v |
. It i % " a hornent
Global data: in all organizations and projects J || Change requests (1) 'ﬂfraud L
*MName |E>cc:EI files password protection
D 27309
MNumerator Ic_pG 10 k= MNature of control| Control type %
Control The target of this control is to check the existence ﬂ =:nx|::enses FutmEE fevEmE
objective of structured control cells, deletion/change Eires
protection and password protection for the files. aljuurrial
ﬂ recorded
approval
Description Testing the spreashest protections in order to B EE':'E”E
prevent future errors. e

=

Control type | Detective vI

Related Risks Lack of protection on electronic spreadsheet data
Accounts in the Trial Balance and profit & loss do not match the working papers / some of the additional

Accrued expenses have not been identified. Fxpenses/  Manual Preventive
Additional journal entries are recorded without the approval of the appropriate party. -;ﬁenses
An account in the financial statements was not handled. 'RD::"“"
&n error i made in a financial statement account as a result of an erroneous calculation/ mistake on a Lh=Fia)
*Key control? IYES. 'I Ik IT dependent Detective

Nat £ pn of
ST = I vI b balance
contral Manual

ne
Fraud related? |[ng |

fems in the
Financial te. (R-PG1)
: IYES. vI
Impacts? untinthe [T dependent Preventive
Cos0 ﬂ atements
Risk profile ndled. (R-
Control environment ﬂ
4 Control desian [ | | Jﬂ E:'EE”“S
4 » E
R-PGT)
||?_;-‘| |_ § T Calculations ! C-PG3 Calculations ! working papers 1) An error is made in - Manual Detective
working papers prepared by the Controller are a financial statement
prepared by the checked by VP Finance. account as a result of
Controller are an errcnecus
checked by VP calculation/ mizstake
Finance. on a working paper. -
4 3
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Maodel root » [1] Financial reporting > [2] Preparing the trial balance » Control: Excel files password protection » Task

management
[L] Control: Excel files password protection: Task management Ej AMS Web @ AMS Local gj Templates m PG Website-local e
[':6 Properties”rj Documents (1)" V’Test” & Tasks (I])I »

‘ J i) Home v EJ Feeds (J) ¥
-0 x| =

Hello William Taylor (Documenter)!

[aur [ [ | 17 | &2 | Data rows: |30 5
/~ https:/ /www.pgene.com/?pr_id=59&level_id=2&objectTypelD=25

| File Edit View Favorites Tools Help
| Bsaveandciose [ E&L | 10|00 | [2)

Model root » [1] Financial reporting » [2] Preparing the trial balance » Control: Excel files password protection » Wiew Task » ﬂ
Add Task bsts (l)ll'(Audit (1) ”@’ Tasks (2)”|q_=l Documents and Palicies |1 » ¥
Control: Excel files password protection: Add Task

Global data: in all organizations and projects J
) ) . -
*Name |Cuntru| execution: Excel files password protection P RS E) | 2ETEd el (LTI
—_ - - . . — Accrued expenses 1) Accrued expenses have not been identified. (R-PGS
Description Try and open all the excel files related to financial reporting under your responsibility, and ﬂ Los o heenp 2:}' Adcl'rtiunaljuﬂrnal T s w'rthuul:t the a;)ipruval oft
werify that they are password protected. In addition, by signing this task, vou also declare entified. (R-PG3) appropriate party. (R-PGS)
that you are aware and work according to the password protection conventions of the Additional journal
company htries are recorded
ﬂ ithout the approval
*1= mandatory? No - f the appropriate
hrty. (R-PGS)

Local data for: USA
Remind every |3—
(days)

Comments ﬂ

1) Lack of protection on electronic spreadsheets can lead to error
tronic i ulations and expose spreadsheets to non-authorized users
ﬂ sreadsheet data (R-

310)

My - Required action --
My - Due date --

Average status -- Prepaid expenses/ 1) Prepaid expenses/ Accrued expenses are incorrect or incomple
FAssigned to 8. Joseph John Thomson (Control Owner); ?irn”cﬁ;x;i':ses PGS)
|| Delay (days) -- complete. (R-PGS)
Task state Mot started
Start date 01-Sep-2012 08:10
End date MNone
* H .
Scheduling data @ 1 of every 3 menths at 08:10; effective 01-Sep-2012 08:10 Erroneous 1) Erroneous classification of accounts to balance sheetfincome s
Manager % assification of itemns in the Trial Balance. (R-PG1)
. . Fcounts to balance
Acknowledged in ~ S
local org.? atement items in the

ial Balance. (R-PG1)

An account in the 1} An account in the financial statements was not handled. (R-PGZ
hancial statements 2) Prepaid expenses have not been identified. (R-PGT)
ﬂ as not handled. (R-
— 52)
quarterty/annual financial 2) Prepaid expenses
statements (integrity control). have not been
identified. (R-PGT)

| [T & % Calculations / working QO & C-PG3 Calculations / working papers 1) An error is made in 1) An error is made in a financial statement account as a resuft Dfﬂ

— 1 — 4 | k|




/~ https://www.pgene.com/pg_demo_eng/processgene/single_item_manager.php?objecth

| File Edit View Favorites Tools Help

- = X]

[P

Madel root » [1] Financial reporting » [2] Preparing the trial balance » Control: Excel files password protection » Task management

[L] Control: Excel files password protection: Task management

>
; _] || Templates m PG Website-local
[Oe Properties ”EI Documents (1) " v Test” = Tasks [1)] X P
>
B [ 3|19 =2 | [Eoatarows: 30 |B | B B ) Home v B Feeds (J) ¥
# | 2 |Name lGL |D | Description | Remi... | Aver..| Assignedto | Delay .../ Task state| Start date | End da B
ImER Control [L] 30 Try and open all the excel files related to financial 3 0% fr Joseph John Mot 01-Sep- = ;
execution: Excel reporting under your responsibility, and verify that Thomson started 2012 Hello Wiliam Taylor (Documenter)!
files password they are password protected. In addition, by {Control o0g:10
protection signing this task, you also declare that you are Owner)
aware and work according to the passwaord
protection conventions of the company
Eks (2)”|q_=l Documents and Palicies |1 » ¥
Description) -
penses have not been identified. (R-PGS)
urnal entries are recorded without the approval oft
rty. (R-PGE)
ection on electronic spreadshests can lead to error)
and expose spreadsheets to non-authorized users
ﬂ ﬂ enses/ Accrued expenses are incorrect or incomple
| Page[l of1| Displaying data 1 - 1of 1
| [T 4 % Trialbalance was zeroed Qv & C-PG1 The Controller checks that the 1) Erroneous 1) Erroneous classification of accounts to balance sheet/income s
out. trial balance zeroed out. classification of itemns in the Trial Balance. (R-PG1)
accounts to balance
sheetfincome
statement items in the
Trial Balance. (R-PG1)
| [T 5 % Steps forthe preparation to Qv & C-PG2 The Controller has a quarterly 1) An accountin the 1) An account in the financial statements was not handled. (R-PG2
the quarterhy/annual financial checklist detailing all of the steps  financial statements 2) Prepaid expenses have not been identified. (R-PGT)
statements (integrity control). that have to be taken as part of was not handled. (R-
the preparation of the PG2)
quarterty/annual financial 2) Prepaid expenses
statements (integrity control). have not been
identified. (R-PGT)
| [T & % Calculations / working Qv & C-PG3 Calculations / working papers 1) An error is made in 1) An error is made in a financial statement account as a result of -
4 »
4 13




/2 https:/ /www.pgene.com/pg_demo_eng/processgene/single_item_manager.php?objectTypelD=230&pr | 0] x| %

Model root » [1] Financial reporting » [2] Preparing the trial balance = View Test plan Hello William Taylor (Documenter)!
[L] Excel files password protection: View Test plan The Control’s test plan and
/— test execution data
|Q Properties '(Te_r.t E’ Tasks (1) Hl_fl Documents (1)| t
1& | 2 1%
e = P » =
Global data: in all organizations and projects = i Change requests Il\.l.-IHJF"LId| b=
Sample size 5
Test procedure 1) Sample 5 major Excel files
2) Verify that the control cells in the Excel file are protected according to the checklist ; [=
(attached as a file to this Test Plan) e N r—— .
Required documents 1) The checklist for the test ccrued expenses  Automatic Pres
2) 5 sample files E not been

tified. (R-PG3)
dditional journal

Criteria for positive

compliance All filez are valid, or: maximum 2 insignificant cells are un-protected.

Criteria for negative The control will be defined as not effective with significant deficiencies in case at least one file eg are recorded
compliance was un-protected by a password, or: at least one significant cells were found un-protected. out the approval
. e appropriate
Related document | opoculist.docx {Upload) . (R-PGS)
I | data for: USA
i ack of protection Detg
Frequency Quarterly lectronic
Comments The assistance of an IT specialist is required for defining the protection of files. :adsheet data (R-
Related document - 0)
local
System generated data repaid expenses!  Manual Prex
o o d
Modified by William Taylor (Documenter) T.Iu;rr?:ﬁﬂsas
Tndirigaiiun d?jt'?' - 27-Sep-2010 08:24 mplete. (R-PGS)
ocal data madifie - : I
by William Taylor (Documenter) Define tt\e Test and the criteria for . T dependent Dete
Lacal data the Test’s success/failure =ification of
modification date 27-Sep-2010 08:24 punts to balance
Etfincome
Ement tems in the
Balance. (R-PG1)
n account in the IT dependent Prea
I The Control’s test plan I cial statements
L not handled. (R-
)
repaid expenses
ﬂ E not been
; : : — tified. (R-PGT)
Test plan | [ Schedule {1} ” Test results (1) ” 1= Test result history (18] ” & Deficiency remediation (1) : :
. n error is made in -~ Manual Diete
working papers prepared by the Controller are a financial statement
prepared by the checked by WP Finance. account as a result of
Controller are an erroneous
checked by VP calculation/ mistake
Finance. on a working paper.
{R-PG3)
— —_— - PE——— . . . - . . - -
4 3

Tree view lSEarch resultsJ A Risks {10} ||~ Controls [mj“[lﬂ Diagnostics




=101 x| [

Hello William Taylor (Documenter)!

/2 https:/ jwww.pgene.com/pg_demo_eng/processgene/single_item_manager.php?objectTypeID=230&pr_id="5

Model root » [1] Financial reporting » [2] Preparing the trial balance = Control: Excel files password protection = Schedule
management

[L] Control: Excel files password protection: Schedule management

= Tasks (1) H [3 Documents (1) |

| Q Properties v Test

E' @ &| | ] Datarows: |30

B 1815

#|r|#|Name

| Description

| Remind every (day5}| As=igned to | Start date | Scheduling data

Task: Perform the
quarterhy test for
the control: Excel
files pazsword
protection

B O

Kl

04-0ct-2010
0&:10

e Elizabeth
Martin (Internal
Tester)

Perform the quarterhy 2
test, as described in

the test plan. The

target of the test is to
verify that the

important finance-

related Excel files and
their formulas are
protected from non
required changes.

&ofevery 3
months at 08:10;
effective 04-0Oct-
2010 08:10

Assigned tester(s) Scheduling data

The Control’s test schedule

| o

{ |Page|1_0F1| 1 |

| Displaying data 1- 1of 1

A Tast plar||

& schedule (1)

" Change requests (1)”‘«{Aud| b=

ted Rizks Mature of control Con™ |

ccrued expenses  Automatic Prea
E not been

tified. (R-PG3)

dditional journal

ez are recorded

out the approval

e appropriate

. (R-PGE)

ack of protection
Jectronic

tadsheet data (R-
)

repaid expenses!  Manual Prex
rued expenses
ncorrect or

mplete. (R-PGS)

Froneous Dete
sification of

punts to balance

Etfincome

Ement tems in the

Balance. (R-PG1)

n account in the
hcial statements

L not handled. (R-
)

repaid expenses
E not been

IT dependent

IT dependent Prea

| Test results (1) ” @ Test result history (18] ” ﬁ' Deficiency remediation (1)

tified. (R-PGT)

n error iz made in  Manual Dete

L=

prepared by the Controller are
checked by WP Finance.

working papers
prepared by the
Controller are
checked by VP
Finance.

a financial statement
account as a result of
an erroneous
calculation/ mistake
on a working paper.

(R-PG3)
P . . . - . . - -
f

1Tree view” Search results

4]
A Risks (10) & controls [mjnﬂﬂﬂ Diagnostics




/2 https:/ jwww.pgene.com/?pr_id=59&level_id=2&objectTypelD=257&object_id=17&parent_object id=

EE o | [Hlsave and Close 4 | |

Model root » [1] Financial reporting » [2] Preparing the trial balance » Control: Excel files password protection = View

=101 x| [

Hello William Taylor (Documenter)!

B

Schedule » Edit Schedule +
[L] Schedule: Task: Perform the quarterly test for the control: Excel files password
protection: Edit Schedule Edit the Control’s
Global data: in all organizations and projects R Test schedule | change requests |:1:I”V{,'-'1le| L2
*Name I'I'asl-c: FPerform the quarterly test for the control: Excel files password protection
= = ted Risk Nat fcontrol | Con®
Description Ferform the quarterly test, as described in the test ﬂ S SR o
plan. The target of the test is to verify that the ccrued expenses  Automatic Pres
important finance-related Excel files and their E not been
formulas are protected from non reguired changes. tified. (R-PG&)
- dditional journal
; 2 es are recorded
et Mo > out the approval
Local data for: USA e ﬂppruptiﬂte
Remind every IE— oo EE
(days) ack of protection Detq
Comments ; Jectronic
Record the test results in the system. ﬂ adshest data (R-
0)
ﬂ repaid expenses!  Manual Prex
rued expenses
My - Required action -- ncorrect or
My - Due date -- . mplete. (R-PGS)
5 Assign testers for
iwer;ge status Df’ i - / the Control froneous IT dependent Dete
Assigned to 5 Elizabeth Martin (Internal Tester) sification of
Start date 04-Oct-2010 08:10 punts to balance
End date Etfincome
: ) Ement tems in the
*Scheduling data 4 of every 3 months at 028:10; effective 04-Oct-2010 08:10 Balance. (R-FG1)
Manager L Joszeph John Thomson (Control Owner) —Inaccountinthe T dependent Frev
Acknowledged in 2 hcial statements
local org.? L not handled. (R-
System generated data L
— repaid expenzes
Created by William Taylor {Documenter) L iree
Creation date 14-SEP-2D1|:| 15:46 tified. (R—PGT}
Modified by William Taylor {Documenter) ﬂ _ _
TR — —_— n error is made in -~ Manual Diete
working papers prepared by the Controller are a financial statement
prepared by the checked by VP Finance. account as a result of
Controller are an erroneous
checked by VP calculation/ mistake
Finance. on a working paper.
{(R-PG3}
— —_— - PE——— - -
4 3

Tree view lSEarch resultsJ A Risks {10} ||~ Controls [mj“[lﬂ Diagnostics




/2 https:/ jwww.pgene.com/ ?task_id=17&operation=edit_item&isFEMand=1 - ProcessGene -0 x| o w2 =
e Hello William Taylor (Documenter)!
~—————
F rF
Model root = Select users J n = View J
Select a tester
Select users ,_/ t
: : ord
Joseph John Thomson (Control Owner) Elizabeth Martin (Internal Tester) |
Michael Chang (Process Owner and Approver) ‘( -
Wwerner Heisenberg (IT) ) Change requests (1)” Aud| LI
William Taylor {Documenter)
ks Mature of control | Control type ™ |
expenses Automatic Prewentive
Add—>= Een
R-PGE)
<—Remove Al journal
recorded
approval
opriate
G6)
ﬂ protection Detective
ic
et data (R-
=
ﬂ expenses/ Manual Prewentive
4] |[¥] kpenses
Average status 0% EERULGE‘
1 . . o Jl oo
*Assigned to '_'-'/'- Elizabeth Martin (Internal Tester) - - -
Start date 04-Oct-2010 08:10 o ependen FIEEE
End datE. b balance
Scheduling data 4 of every 3 months at 08:10; effective 04-Oct-2010 08:10 e
fems in the
Manager L Jaseph John Thomson (Control Owner) —e mpra1)
Acknowledged in
local org.? s v unt in the IT dependent Prewentive
- atements
System generated data ndled. (R-
Created by William Taylor {Documenter)
Creation date 14-Sep-2010 15:46 Expenzes
Modified by William Taylor {Documenter) ﬂ EEn
. . R-PGT)
[ & % calculations/ C-PG3 Calculations ! working papers 1) An error is made in - Manual Detective
working papers prepared by the Controller are a financial statement
prepared by the checked by VP Finance. account as a result of
Controller are an erronecus
checked by VP calculation/ mistake
Finance. on a working paper. Jﬂ
| b

4]
1Tree viewHSearch results A Risks (10} < Controls [1!]]“[[51] Diagnostics




/2 https:/ jwww.pgene.com/?pr_id=59&level_id=2&objectTypelD=257&object_id=17&parent_object id=
P00 2| HsaveandClose 4 | |

Model root » [1] Financial reporting » [2] Preparing the trial balance » Control: Excel files password protection = View

=101 x| [

Hello William Taylor (Documenter)!

B

Schedule » Edit Schedule +
[L] Schedule: Task: Perform the quarterly test for the control: Excel files password
protection: Edit Schedule
Global data: in all organizations and projects 0 Change requests ':1:'”¥":"'-'d| A
*Name I'I'asl-c: FPerform the quarterly test for the control: Excel files password protection
= = ted Risk Nat fcontrol | Con®
Description Ferform the quarterly test, as described in the test ﬂ S SR o
plan. The target of the test is to verify that the ccrued expenses  Automatic Pres
important finance-related Excel files and their E not been
formulas are protected from non reguired changes. tified. (R-PG&)
- dditional journal
; 2 es are recorded
et Mo > out the approval
Local data for: USA e ﬂppruptiﬂte
Remind every IE— oo EE
(days) ack of protection Detq
Comments ; Jectronic
Record the test rezults in the system. ﬂ adshest data (R-
0)
A tester was Assigned =] repaid expenses/  Manual Prew
rued expenses
My - Required action | -- ncarrect ar
My - Due date -- . , mplete. (R-PG9)
A:EHQE status 0% Define the test’s pite R
o 4 - i i schedule fronecus IT dependent Dete
Assigned to 5 Elizabeth Martin (Internal Tester) sification of
Start date 04-Oct-2010 08:10 punts to balance
End date Etfincome
: ) Ement tems in the
*Scheduling data 4 of every 3 months at 028:10; effective 04-Oct-2010 08:10 Balance. (R-FG1)
Manager L Joszeph John Thomson (Control Owner) —Inaccountinthe T dependent Frev
Acknowledged in 2 hcial statements
local org.? L not handled. (R-
System generated data L
— repaid expenzes
Created by William Taylor {Documenter) L iree
CrE?t.IDI'I date 14.--.SE|J-2|:|1|:| 15:46 tified. (R—PGT}
Modified by William Taylor {Documenter) ﬂ _ _
TR — : —_— n error is made in -~ Manual Diete
working papers prepared by the Controller are a financial statement
prepared by the checked by VP Finance. account as a result of
Controller are an erroneous
checked by VP calculation/ mistake
Finance. on a working paper.
{(R-PG3}
— —_— - PE——— . . . - . . - -
4 3

Tree view lSEarch resultsJ A Risks {10} ||~ Controls [mj“[lﬂ Diagnostics




/~ https:/ jwww.pgene.com/ ?pr_id=5%&level_id=2&objectTypelD=257&object_id=17&parent_object id=

=101 x| [

i - rf." https:/ /www.pgene.com/ ?operation=edit_item&task_id=17 - ProcessGe 0] x| Hello William Taylor (Documenter)!
] . rF
Model root » [1]|): H i > View =i
Schedule » Edit ﬂ b
[L] Schedul Model root » Task scheduling /— Scheduling data brd
protection: Task scheduling
Global data: il | © Once ] Change requests (1)”‘%‘(Aud| .2
*Name *Start date: [27-Sep-2010 08:41 *Due date: [27-Nov-2010 08:36
= ted Risk Nat fcontrol | Con®
e . ed Rizks ature of contro on_ = |
Drescription ey Recurring
—Recurrence pattern ;:ﬁ;l:ii::penses Automatic Prea
8 Caily i Day F of every |3 maonth{s) tified. (R-PGE)
 wWeekly " the |fur‘th ;” day ;l of every |1 manthis) gﬂ?;ﬂig;g:;
e
I= mandator ) Monthly #ar:[0g:10 r out the approval
Local data for ' g appropriate
Remind every vearly . (R-PGE)
(days) ack of protection Det:
Comments N lectronic
—Range of recurrence J =a_d5he-3t data (R-
“Start date: [04-Oct-2010 08:10 @ No end date 0)
i . Ilg = repaid expenses/  Manual Prea
. End after: oCcurrences J et
My - Reguirec i End by: |2?-Nuv-2010 08:36 ncarrect ar
My - Due date mplete. (R-PGI)
Awverage statu
: md dent Det
“Assigned o o L L
Start date punts to balance —
End date ﬂ Etfincome
: i Ement tems in the
*Scheduling data 4 of every 3 months at 03:10; effective 04-Oct-2010 08:10 Balance. (R-FG1)
[
Manager % | Joseph John Thomson (Control Owner) ~n accountinthe T dependent Preny
Acknowledged in W hcial statements
local org.? v L not handled. (R-
System generated data o
— repaid expenzes
Created by William Taylor {Documenter) L e
Crez_it_inn date 14-5ep-2010 15:46 tified. (R-PGT)
Modified by William Taylor {Documenter) ﬂ ; ;
rEr— — n error is made in -~ Manual Diete
working papers prepared by the Controller are a financial statement
prepared by the checked by VP Finance. account as a result of
Controller are an erroneous
checked by VP calculation/ mistake
Finance. on a working paper.
(R-PG3)
-

1Tree view” Search results

4]
A Risks (10) & controls [1!]]“[[51] Diagnostics



=101 x| [

Hello William Taylor (Documenter)!

7~ https:/ fwww.pgene.com/pg_demo_eng/processgene/single_item_manager.php?objectTypeID=239&pr jd=5¢

Model root » [1] Financial reporting » [2] Preparing the trial balance = Control: Excel files password protection = Schedule
management

[L] Control: Excel files password protection: Schedule management

Q Properties V{Te_r.t” & Tasks (1) Hlfl Documents |[1]||

fdbv [ I8 | [V | (& Datarows: (30 |EB | 4] |&

L | N | # | Name | Remind every (day5}| As=igned to

o fe Elizabeth
Martin (Internal

" Change requests (1)”‘«{Aud| b=

| Scheduling data

&ofevery 3
months at 08:10;

| Start date

04-0ct-2010
0&:10

| Description

Perform the quarterhy 2
test, as described in

Task: Perform the

quarterty test for ted Rizks Mature of control Con_* |

the control: Excel
files pazsword
protection

Kl

the test plan. The
target of the test is to
verify that the
important finance-
related Excel files and
their formulas are
protected from non
required changes.

A tester was assigned

.|Page|1 of 1| b Ikl |

Tester)

effective 04-0ct-
2010 0810

L

A schedule was defined

ol

Displaying data 1- 1of 1

ccrued expenses  Automatic Prea
E not been

tified. (R-PG3)

dditional journal

ez are recorded

out the approval

e appropriate

. (R-PGE)

ack of protection Det:
Jectronic

tadsheet data (R-
)

repaid expenses!  Manual Prex
rued expenses
ncorrect or

mplete. (R-PGS)

Froneous Dete
sification of

punts to balance —
Etfincome

Ement tems in the

Balance. (R-PG1)

n account in the
hcial statements

L not handled. (R-
)

repaid expenses
E not been

IT dependent

IT dependent Prea

A2 Test plan & Schedule (1) ” Test results (1) ” @ Test result history (16) ” ﬁ Deficiency remediation (1)

tified. (R-PGT)

n error iz made in  Manual Dete

working papers
prepared by the
Controller are
checked by VP
Finance.

1Tree view” Search results

prepared by the Controller are
checked by WP Finance.

a financial statement
account as a result of
an erroneous
calculation/ mistake
on a working paper.

(R-PG3)
P . . . - . . - -
f

4]
A Risks (10) & controls [1!]]“[[51] Diagnostics



ProcessGene™ GRC: Five Roles,
Seven Responsibilities

Role Responsibility

GRC Managefg " Document Business Processes
= lj T/f Risks, Controls, Test Plans

Control Owners Q Execute Controls and document

0| execution evidence

Ao

Internal Testers
v 8

External Auditor | /= ] @

Report test results remediation

%/ Conduct tests over Controls. ] % Manage deficiency )

_ Review efficiency of Controls -« Verify deficiency

€ 0 o
SY. o ¥ based on test results .7 remediation
Approvers PR %Sign-Oﬁ Business ]
£ /4 Processes

: ™ q
Copyright © 2011 P roceSSGene Business Process Realization Slide 47 of 81




L,-g;L PG Auto Emails - Microsoft Outlook - 0 X
" File Edit View Go Tools Actions Business Contact Manager Help Type a question for help v
3 New v | i@ (A3 X | & Reply (-8 Reply to All 2 Forward V| Lt Y send/Receive v | [l Search address books 7 2
f;![ Business Contact Manager Home | Display = ‘ E-mail Auto-link... L;é-, Link to Record @ Status: Offline = <
03 @pack @ AR 9 | B Messages N=E L
Mail ¢« || Cd PG Auto Emails Search PG Auto Emails P~ ¥
Favorite Folders 2 | *% [ { From Subject Received Si.. |Ca.. %" |~
Drag Your Favorite F i1  ProcessGene Task Notification En.. Tasks and Action Items Reminder Sun 8/26/2012 802 P.. 10.. .
Mail Folders ~ .~ ProcessGene Task Notification En.. Tasks and Action Items Reminder Sun 8/26/2012 8:02 P.. 10..
. b’
pJA" Mail Ite..... w i in i i PP P WAL C Tl e Ta n | Pl Fa i L Tl Lo W T M B = P o B T I
= €5 personal Fol « | Tasks and Action Items Reminder
-‘Q Deleted | . p . .
# [Jprafis 5| ProcessGene Task Notification Engine [saas@processgene.com]
= [ Jmbox (5( || Sent Sun 8/26/2012 8:02 PM
[ Avi To: info@processgene.com
[ Demo ¢ B
# [ _J Doctor: Dear Joseph John Thomson (Control Owner), Wl
[ ebay
[ Journal This is a gentle reminder regarding your pending tasks and action items. |
+ | _J Persom ¥ . . . 1
----- For direct access to the task management console, please launch the ProcessGene application
1 Mail by using the shortcut located on your desktop.
"] calendar Your customer ID is: trial eng.
8=| contacts Within the "My tasks" console you will be able to report task statuses, sign policy documents,
@ . review pending Change Requests and perform sign-offs. Please find below an abstract of
as . . .
pending tasks and action items:
LG (8 ~ v

140 Items




Business Process Model for: ProcessGene Demo English

| @ W (o | %2r | 5~ 1@ B

| B &
Tree view 3

Quick Search

Interne Kontrollsyste
Revenue
Expenditure

Payroll

1] Procure to pay

[1] Inventory managem
i] Fixed assets
Treasury
[i]Financial reporting
IT General Controls
Entity Level Controls

i | Mo wWorkgroup

vl & i
Model root + My Home Page

My Home Page

Project steps

|GRC (Governance, Risk and Compliance management) ;I
Document Processes, Risks & Controls | Test, Evaluate, Remediate Signatures Reporting & Diagnostics
1 ’
My tasks
PR IR I i [ Datarows: 30 [H
[# | nHame = | Artifact p._| Artifact parent - Name | artif... | Description | Rem. | Wie... | My - Required action | Avera..| Delay (days)| Start d.| Scheduling data
1 Task: perform  Control-  Financial reporting > Q EI Perform the quarterly test, as = 2 — Pending completion by 0% 694 04- 4 of every 3 months
the quarterly Test Preparing the trial v described in the test plan. The task assignees (0% - Oct- effective 04-0ct-20
test for the balance = Excel files target of the test is to verify Mot started) 2010
control: Excel password protection that the important finance- 0g10
files password related Excel files and their
protection formulas are protected from
non required changes.
2 Repair the Control-  Financial reporting = q EI The trial balance Excel file 2 — Complete the task 0% 653 14- Once; effective 14-1
protection Test Preparing the trial v was found un-protected with (0% - Not started) Sep- 1827
problem of an balance = Excel files password. The file should be 2010
Excel file as password protection protected with password. 16:32
found in the
guarterly test
3 Control Control Financial reporting = 3‘ E Try and open all the excel 3 = > complete the 0% 27 01- 1 of every 3 months
execution: Preparing the trial files related to financial task (0% - Not Aug- effective 01-Aug-2(
Excel files balance = Excel files reporting under your — = = 2012
password password protection responsibility, and verify that 1Ta5k completion w|zard| 08:10
protection they are password protected.
In addition, by signing this
task, you also declare that
you are aware and work
according to the password
protection conventions of the
company
1| | 2
| Pagel of1] Displaying data 1 -3 of 3

Hello Joseph John Thomson (Control Owner)!




/~ https://www.pgene.com/?subject=taskGuide&task_id= - ||:||l|| ;'ilil
B || = I | Bing Pl

J 5 Home ¥ By Feeds (1) ~

| File Edit View Favorites Tools Help

Task completion wizard
Task type: Control execution; Task name: Excel files password protection

[sio2 [l sico |

-1 Step 1: View Control
You are responsible for the fulfillment of this Control. Please read the Control description and execute accordingly.

T SRR N

Hello Joseph John Thomson (Control Owner)!

Y
Global data: in all organizations and projects 2|
jin] 27509
Mumerator C-PG10
Control objective The target of this control is to check the existence of structured control cells, deletion/change - - -
’ prutectigcm and password protection for the files. ' s Reporting & Diagnostics
Description Testing the spreasheet protections in order to prevent future errors. —
Control type Detective ;,J_t
Rz e 1) Lack of protection on electronic s dsheet data (R-PG10 o
(Name) p preadsheet data ( ) S
Related Risks 1) Lack of protection on electronic spreadsheets can lead to errors, micalculations and expose
(Description) spreadsheets to non-authorized users (R-PG10) ﬂ
Key control? Yes
Neture of control  Manual S —
Fraud related? No
Financial impacts? Yes
C0s0 Monitoring

Rem..| Wie... | My - Reguired action | Awvera...| Delay (days)| Start d..| Scheduling data

Local data for: USA

Control design GAPs - iy 2 — Pending completion by 0% 604 04- 4 of every 3 months
task assignees (0% - Oct- effective 04-Oct-20

Safeguard asset No Not started) 2010

Is mandatory? Mo 0810

Ascertions PD - Prezentation & Disclosure

Comments --

I= passive? No

Control effective? Ineffective - Significant deficiency .

Owner role Corporate Controller 2 - gﬂ”ﬁ?'ﬁ:ﬁ;&:ﬁ:j} 0% 653 ;:::_p- ?g.;?; effective 14-|

Owner name (_';, Joseph John Thomson (Control Owner) 2010 :

Transaction type Routine 16:32

Control owner role

(text)

Control risk level Medium

- '

FrEpal iy L U idl - WIS | CIGLT W
balance = reporting under your
responsibility, and verify that
they are pass
In addition, by signing this
task, you also declare that

Vou k

a ding to the pass
protection cenventions of the
company

‘ o




/= https://www.pgene.com/?subject=taskG

Task completion wizard

Task type: Control execution; Task name: Excel files password protection

-1 Step 2: Add Document
If available, add

supporting
document name will indicate the controlled period (e.g. control for Q1 2015).

Bz 8 0EB 8IS

ing documents, which ascertain the Control's execution. It is recommended that the

11 gk [ | # Name GIL |ID Deszcription Iz ma...| Comme... | Document type | Acknowledged in local org.?
| O |1 DEIEIIEInce 1 Balance Sheet  No — Yes
Drraft
Sheet
Diraft.xlssx (Link)
I T 2 [ checklist.do.. M 9 - o |- Ves
(Upload)
r"oi.
LS
Rem..| Vie...
2 -
3 -
4]

A

FIEpdrinyg e uidl
balance =

AR

Reporting & Diagnostics

== x]

P -

>

4 IJ Bing
J 5 Home ¥ By Feeds (1) ~

Hello Joseph John Thomson (Control Owner)!

]

My - Reguired action | Awvera...| Delay (days)| Start d..| Scheduling data

WIS | ST W
reporting under your
responsibility, and verify that
they are pass

In addition, by signing this
task, you also declare that
you k

a ding to the pass
protection cenventions of the
company

Pending completion by 0% 604 04- 4 of every 3 months
task assignees (0% - Oct- effective 04-Oct-20
Mot started) 2010

0810
Complete the task 0% 633 14- Once; effective 14-1
(0% - Not started) Sep- 18:27

2010

16:32




/= https://www.pgene.com/?subject=taskG ;'ilil

Task completion wizard 4 I | Bing polibs
Task type: Control execution; Task name: Excel files password protection
J Home ¥ By Feeds (1) «

-1 Step 3: Report task completion
Update the task status in the field: "y - Required action”. Hello Joseph John Thomson {(Control Owner)!

et -+ | [Elsave and Close [

Model root » [1] Financial reporting » [2] Preparing the trial balance » Control: Excel files password protection » Wiew Task »
Edit Task

[L] Task: Control execution: Excel files password protection: Edit Task _ =

Global data: in all organizations and projects

£

*Name |Ccmtru| execution: Excel files password protection
(8] 30 Reporting & Diagnostics
Description Try and open all the excel files related to financial reporting under your responsibility, and =] .

werify that they are password protected. In addition, by signing this task, vou also declare
that yvou are aware and work according to the password protection conventions of the
company .

don
S
=
*I= mandatory? No -

[¥]
Remind every I3—
(days)

Comments
ﬂ Rem..| Wie... | My - Reguired action | Awvera...| Delay (days)| Start d..| Scheduling data
2 — Pending completion by 0% 604 04- 4 of every 3 months
task assignees (0% - Oct- effective 04-Oct-20
=] Not started) 2010
My - Required action [geg - Not started ] i 08:10
My - Due date 01-Aug-2012 08:10
Average status 0%
*Assigned to % Joseph John Thomson (Control Owner) 2 _ Complete the task 0% 653 14 Once: effective 14-]
Delay (days) 27 (0% - Not started) Sep- 16:27
Task state In delay 2010
Start date 01-Aug-2012 08:10 16:32
End date
*Scheduling data 1 of every 3 months at 08:10; effective 01-Aug-2012 08:10

Mananer L

FrEpal iy L U idl - WIS | CIGLT W
balance = reporting under your
responsibility, and verify that
they are pass
In addition, by signing this

task, you also declare that
you k

a ding to the pass
protection cenventions of the
company

‘ o




Business Process Model for: ProcessGene Demo English
- &b |- #1225~ 1@ |9 Hello Joseph John Thomson (Control Cwner)!
Tree view i (Mo wiorkgroup v | ~ |8 &

2 Quick Search Model root » Diagnostics - Organizational tasks
Diagnostics - Organizational tasks

[ 1] Interne Kontrollsyste

@ 1] Revenue

@ (i Expenditure Active task diagnostics (out of started tasks)

@ (G Payroll

“ proeure to pay B Completed Tasks

& [1] Inventery managem [0 Tasks in process

= Fixed assets B Tasks in delay

# [1] Treasury

@49 Financial reporting
[Z] Preparing the trial
[Z]Recording additior
(21 Opening Balances
2] Setting of new act

Date: 27-Aug-2012 17:39 il

Completed Tasksin Tasks
[Z] Cutoff accounts Tasks process in delay

[Z] Contingencies Tasks 2 11

2] Provision for warr | | Tasks - % _ 18% - 100%

[Z1Financing compon | Presentation of all late user and manager emails
[Z] Intercompany acc

Active task diagnostics (out of started tasks) Total

[Z] Taxes Organizational tasks

@ (A1 IT General Controls

@ [i] Entity Level Controls 15 % (& [ Datarows: | 30
Assigned to: | Flease type..

| # | MName || Description | F-tem...| Vie... | My - Required action | Avera...| Assigned to | Delay (day3)| Start date | Scheduling data

1 A declaration ... | Upon completion of the test period... 1 — — 0% fr Michael Chang (Process Ownel 568 30-0ct-2010 08:10 30 of every 3 mo
2 Control execut... Try and open all the excel flesrel.. 3 - - 100% C%Juseph John Thomson (Control 01-Aug-2012 08:10 1 of every 3 mon
3 Periodic revie... | The control owner confirms thatt... - - 0% fr Wiliam Taylor (Documenter) 694 04-0ct-2010 08:10 4 of every 3 mon
4 Repair the pro... The trial balance Excel file was fo... 2 - Complete the task (0... 0% E&Jnseph John Thomson (Control 653 14-Sep-2010 16:32 Once; effective 1
5 Quarterly docu.... On a quarterly basis you check th... — — 0% e Wiliam Taylor (Documenter) 604 04-Oct-2010 0810 4 of every 3 mon
6 Yearly risk rev... Review the accuracy ofthe riskd... 2 - - 0% Te Wiliam Taylor (Documenter) 349 14-Sep-2011 08:10 Every September
T Task: perform... Perform the quarterly test, as des... 2 - Pending completion b... 0% ¢ Elizabeth Martin (Internal Tester 694 04-0ct-2010 08:10 4 of every 3 mon
2 Process owner... . The process owner should sign t... - - 0% fr Werner Heisenberg (IT) m 27-Sep-2010 11:11 Once; effective 2
9 Task: perform... Werify that only authorized users ... - - 0% ¢ Elizabeth Martin (Internal Tester 684 14-0ct-2010 08:10 14 of every 3 mo

I | 1 ﬂ ﬂ =




ProcessGene™ GRC: Five Roles,
Seven Responsibilities

Role Responsibility

GRC Managefg " Document Business Processes
= lj T/f Risks, Controls, Test Plans

Control Owners Q Execute Controls and document

) execution evidence

Ao

Internal Testers
av 8

External Auditor | /= ] @

Report test results remediation

%/ Conduct tests over Controls. ] % Manage deficiency )

_ Review efficiency of Controls -« Verify deficiency

€ 0 o
SY. o ¥ based on test results .7 remediation
Approvers PR %Sign-Oﬁ Business ]
£ /4 Processes

: ™ q
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I:l;:,' Inbox - Microsoft Qutlook =1 4

EEiIe Edit View Go Tools Actions Business Contact Manager Help Twpe a question For help -

S New - @ i % i Beply @F‘.Eplytnﬁll i} Forward 4 %Sendmegeive - @ @Y search address books  « | @) a @ﬁ

| {a} Business Contact Manager Home | Display~ | 2l E-mail Auta-link... | Link to Record s

Mail « ||[3 Inbox |Sea|‘ch Inbox p o v| ¥ || «
Favorite Folders # | Click here to enable Instant Search |
Drag Your Favorite Folders Here 8| |G| From Subject Received Ci Ca.% |- ?
=
Mail Folders 2 = Compliance Enforcer 50X - Sign-Off Reminder Tue 3/2/2010 12:03 AM 15 KB CIU
. m
L] All Mail Items T || Date: Yesterday =
= €6t My Personal Folders “i i Compliance Enforcer SO¥ - Control Testing Reminder Mon 3/1/2010 11:57 PM 15 KE 1
{a) Deleted Items (137]
(7 Drafts [119] . ] . . . : : |
[} inbox (12) SOX - Control Testing Reminder _— An automatic email from the control’s testing reminder B
- - =
[ Infected Compliance Enforcer [Compliance-Enforcer@processgeng.com] =
Junk E-mail
(g Junk E-mai Sent: Maon 3/1/2010 11:57 PM -
[ mail Tor  Elizabeth.Martin @global-product g
@ Outbax o izabeth.Martin @global-productions. com E
[ Quarantine Emai e . - a
. . — mail notifications are optional | — || =
RSS Feeds Dear Elizabeth Martin, P
Sent tems
L& search Folders Your action is required in testing the effectiveness of controls that are under your responsibility. A d
£ Archive Folders Please follow thisto review and complete your compliance action items. g
@ Business Cantact Manager =
=]
Current View * Thank you, &
& Messages E
=
2 Messages with AutoPreview - -
O Last Seven Days S0 Cu.:umpllancia Enforcement System
) ) complisnce-enforcer{@processgens.com A
O Unread Messages in This Folder B =
& SentTo - This message is for the designated recipient anly and may contain privileged, proprietary, or otherwise confidential
""" informatian. If vou have received this message in error, please notify the sender immediately and delete the ariginal. Any
other use, dissemination, printing, or copying of this email is strictly prohibited.
|_\L:| 3 @ - -

3236 Items
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@ | E}E i%] |L@" ﬁ" | uil]' |%§' | (S]' | @ | 'm Hello Elizabeth Martin (Internal Tester)!

Tree view |2 | Mo Workaroug v || Bl A

: |8 | Quick Search Model root = My Home Page
EfT Model root My Home Page

# [i]Revenue
[i] Expenditure
(1] Payroll IGRC (Governance, Risk and Compliance management) ;I
[1]Procure to pay

# ] Inventory managem
[i]Fixed assets & — -

H [G] Treasury 1 A l {é‘l}

# [i]Financial reporting -

11T General Controls i b
(3] Entity Level Controls

Project steps —

Document Processes, Risks & Controls | Test, Evaluate, Remediate Signatures Reporting & Diagnostics

TN AT [~} Data rows: | 30 B

| # | Hame | Link | De=cription | Comments | My - Due date | Aszzigned to | Start date
1  Task: perform the Excel files Perform the quarterhy test, as Record the test 04-0ct-2010 % Elizabeth 04-0ct-2010
quarterty test forthe  password described in the test plan. The target of results in the 0310 Martin 0810
: control: Excel files protection; the test is to verify that the important ~ system. {Internal
Elizabeth Martin’s : paszsword protection  Financial reporting  finance-related Excel files and their Tester)
. = Preparing the formulas are protected from non
Personal task list trial balance required changes.
2  Task: perform the Steps for the Verify that only authorized users have Record the test  14-0ct-2010 % Elizabeth 14-0ct-2010
quarterty test forthe  preparation to the  access to the payroll submission results in the 0&:10 Martin 0&:10
control: Verify quarterly/annual service and that access is protected system. {Internal
accesses to payrell  financial by a complex password and an Tester)
submission gervice statements electronic card.
Open the Control’s {integrity control).;
test task to execute it Financial reporting
= Preparing the

trial balance

J o

Al | 4 |Page]l of1| Displaying data 1-20f2 | —
1Tree view” Search results] ﬂ




/2 https:/ /www.pgene.com/pg_demo_eng/processgene/single_item_manager.php?objectTypelD=230&pr | 0] x| %

J File Edit Wiew Favorites Tools Help Hello Elizabeth Martin (Internal Tester]!

Model root » [1] Financial reporting » [2] Preparing the trial balance » View Test plan

| [L] Excel files password protection: View Test plan |

|Q Properties '(Te_r.t E’ Tasks (1) Hl_fl Documents (1)|

Ed L& E requests -Ilj”*f;:-.udit {1]] = |4 L
Y
Global data: in all organizations and projects J
Sample =size 5 - N
Test procedure 1) Sample 5 major Excel files ! Risks Key cc
2) Verify that the control cells in the Excel file are protected according to the checklist rued expenses have not been Mo
(attached as a file to this Test Plan) Ed. (R-PGE)
Required documents 1) The checklist for the test itional journal entries are recorded
2) 5 sample files It the approval of the appropriate
Criteria for positive : . . . - R-PGE)
il All filez are valid, or: maximum 2 insignificant cells are un-protected.
Criteria for negative The control will be defined as not effective with significant deficiencies in caze at least one file
compliance was un-protected by a password, or: at least one significant cells were found un-protected.
Related document D checklist.docx (Upload) krror is made in a financial statement  ves
Local data for: Usa it as a result of an erronecus
tien/ mistake on a working paper. (R-
Frequency Quarterly g paper. (
Comments The assistance of an IT specialist is required for defining the protection of files.
Related document -
local — —
¢ of protection on electronic
Syst.e..m generated data - sheet data (R-PG10)
Modified by William Taylor (Documenter)
Modification date 27-Sep-2010 08:24
Local data medified -
by William Taylor (Documenter] aid expenses have not been Yes
Local data ed. (R-PGT)
madification date 27-Sep-2010 08:24
Read the Control’s
test plan and execute it accordingly rued gxpenses have not been Yes
Ed. (R-PGE)
=
Test plan | & Schedule (1) ” Test results (1) ” @ Test result history (16) ” [ Deficiency remediation (1)
3 Prepaid expenzes/ Q& C-PGS The Controller checks the prepaid 1} Prepaid expenses! Accrued expenses No
accrued expenses expenses/ accrued expenses detailed  are incorrect or incomplete. (R-PGS)
detailed accounts accounts and verifies that all the
rheck amounts are correct. -
1 » 4 3

Tree view || Search results A Risks {10} || Controls [lﬂj“Uﬂ Diagnostics




/= https:{ {www.pgene.com/?pr_id=598level_id=2&objectTypelD=258&ohbject_id=6&parent_ohject_id= 0] x| =

J File Edit Wiew Favorites Tools Help Hello Elizabeth Martin (Internal Tester]!

P | Bsaveandciose { | 1| &4 | 2]

Model root » [1] Financial reporting » [2] Preparing the trial balance » Control: Excel files password protection » View Test
rezult = Edit Test result

[L] Test result: Quarterly test result record: Edit Test result

B

E requests {1]”*5(;'1-udit {1]] = |4 L

Local data for: USA

*Name |Quarterly test result record
1D 6 R t tost " i Risks Key co™
Test date N N . eport test results.
[14-Sep-2010 10:00 P rued expenses have not been Mo
Effective samples |4— All results are documented in the system Ed. (R-PGE)
. : : itional journal entries are recorded
Ineffective samples Il and history is saved. It the approval of the appropriate
Total samples |5 R-PGE)
Findings Cne file was found without a password protection, all other 4 samples were ok, ﬂ
Error is made in a financial statement  Yes
it as a result of an erronecus
ﬂ tion/ mistake on a working paper. (R-

Recommendaticns

! The file should be protected with a password to prevent its editing by non authorized users. ﬂ
for improvement

The checklist file should be updated according to Excel 2010 changes.

% of protection on electronic

| Isheet data (R-PG10)
Deficiency type Access control
Foliciez and procedures
Management approval |7 aid expenses have not been Yes
Related document | T | ed. (R-PGT)
Maximal upload size (all files): 20 MB
I Upload vi
*Deficiency level |Signific:ant deficiency LI
Control effective? III'IEf'FEE.'tiVE LI This field determines the Control’s effectiveness .
- rued expenses have not been =
Acknowledged in 7 __Ed. (R-PGE)
local org.?
System generated data
Created by William Taylor {Documenter)
Creation date 14-Sep-2010 15:51
Madifiad his wWilliarm Taulor fDacimantar ﬂ
3 Prepaid expenzes/ Q& C-PGS The Controller checks the prepaid 1} Prepaid expenses! Accrued expenses No

accrued expenses expenses/ accrued expenses detailed  are incorrect or incomplete. (R-PGS)

detailed accounts accounts and verifies that all the

rheck amounts are correct. -

1 » L | 3

Tree view || Search results A Risks {10} || Controls (1[])““5 Diagnostics




7 https:/ fwww.pgene.com/pg_demo_eng/processgene/single_item_manager.php?objectTypelD=239&pr_id=5% 0] x| E

J File Edit Wiew Favorites Tools Help Hello Elizabeth Martin (Internal Tester]!

Model root » [1] Financial reporting » [2] Preparing the trial balance » Control: Excel files password protection » Test result
management

[L] Control: Excel files password protection: Test result management

|Q: Properties V(Te_r.t ﬁ Tasks (1) Hlfl Documents (1]||

B 17 ix I H D 4 @B @&

E requests (1)”‘(Audit (lj”E|4 b=

L | #al MHame | Test date | Effective | Ineffective ... | Total | Findings | Recummendatiuns...| Deﬁciency..J Deficiency level .
1 CQuarterly  14-Sep-2010 4 1 5 One file was ~ The file should be  Access Significant —— Key ec ™
test result  10:00 found without  protected with a control deficiency rued expenses have not been Mo
record a password password to Bd. (R-PGE)
protection, all prevent its editing itional journal entries are recorded
other 4 by non authorized t the approval of the appropriate
samples were  users. R-PGE}
ok. The checklist file

should be updated
according to Excel

2010 changes. Error is made in a financial statement  Yes

it a= a result of an erroneous
tion/ mistake on a working paper. (R-

% of protection on electronic
Isheet data (R-PG10)

The Control’s test results

. aid expenses have not been Yes
are_documented in the system Ed. (R-PGT)
rued expenses have not been Yes

b4, (R-PGE)

£l | -+
& Test plan ” & Schedule (1) ‘ Test results (1)

'@ Test result history (18) ” ﬁ' Deficiency remediation (1)

3 Prepaid expenses/ Qv & C-PGS The Controller checks the prepaid 1} Prepaid expensesd Accrued expenses No
accrued expenzes expenses accrued expenses detailed  are incorrect or incomplete. (R-PGS)
detailed accounts accounts and verifies that all the

rherk amounts are correct. f
< | ] d

dl |
1Tree viewHSearch results] A Risks (10) < Controls [1!]]“”51] Diagnostics




=101 x| [

Hello Elizabeth Martin (Internal Tester]!

/2 https:/ /www.pgene.com/pg_demo_eng/processgene/single_item_manager.php?objectTypelD=230&pr |

| File Edit View Favorites Tools Help

Model root » [1] Financial reporting » [2] Preparing the trial balance » Control: Excel files password protection » Test result
history management

[L] Control: Excel files password protection: Test result history management

v Test The Control’s test result history

|Q: Properties ﬁ' Tasks (1) HI_:I Documents (1) |

A I =1

=B | &

-
e

E requests -Ilj”‘#(,-l-.udit {1]] [ |4 [

Lig
| #4 MHame | Test date | Effective | Ineffective | Total | Findings | F{ecummendatiu-ns...| Deficiency type | Deﬁcienﬂ

1 Quarterly test 2&-Jul-2010 2 2z 5 2 =ignificant  Verify and correct  Calculationz Significa
result record - 08:03 cells in one cell calculations deficien
Znd quarter file were not
2010 calculated

property

2 Quarterty test DE-Apr- 4 1 5 One file was The file should be  Access control  Deficien
result record - 2010 11:00 found protected with a
1=t guarter without a password to I
2010 password prevent its editing

protection, by non authorized

all other 4 USErS.

samples The checklist file

were ok. should be updated
according to Excel
2010 changes.

3 Quarterhy test Z28-Dec- 0 0 0 Cannot Check and prevent Access Significa
result record - 2008 00:00 performthe  files corruption control; Data deficiem
4th quarter test - since storage;

2005 the filez are Information
corrupted system;
Specific action
execution

4 Quarterhy test 18-0ct-2008 S 0 5 All samples - - Deficien
result record - 02:00 are OK
3rd quarter
2009

S Quarterhy test 24-Jul-2008% 1 4 5 4 files are The file should be  Access Significa
result record - 05:.00 found protected with a control; Policies  deficien
2nd quarter without a password to and
0nS narswnrd nrevent itr editinn nrocediires ﬂ

Al

O

i Risks Key co™
rued expenses have not been No

Ed. (R-PGS)

itional journal entries are recorded

t the approval of the appropriate

R-PGE}

Error is made in a financial statement  Yes

it a= a result of an erroneous
tion/ mistake on a working paper. (R-

Test plan ” [ schedule (1) H Test results (1)

T Test result history (24)

ﬁ' Deficiency remediation (1)

% of protection on electronic
lsheet data (R-PG10)

aid expenses have not been Yes
Ed. (R-PGT)
rued expenses have not been Yes

b4, (R-PGE)

1

Tree view (| Search results

» 1

3 Prepaid expenses/ Qv &
accrued expenses
detailed accounts

rheck

C-PGS

The Controller checks the prepaid
expenses/ accrued expenses detailed

accounts and werifies that all the
amounts are correct.

1} Prepaid expenses! Accrued expenses No
are incorrect or incomplete. (R-PGS)

A Risks (10) & Controls [lﬂj“Uﬂ Diagnostics




/7 https:/ {www.pgene.com/pg_demo_eng/processgene/single_item_manager.php?objectTypelD=239&pr_id=5 0] x| g

J File Edit Wiew Favorites Tools Help Hello Elizabeth Martin (Internal Tester]!

Model root » [1] Financial reporting » [2] Preparing the trial balance » Control: Excel files password protection » Deficiency
remediation management

[L] Control: Excel files password protection: Deficiency remediation management

|Q: Properties V(Te_r.t ﬁ Tasks (1) Hlfl Documents (1]||

fdbe 127 Ige | [ | ) Datarows: |20 B 82

E requests (1)”‘(Audit (lj”E|4 b=

L | # | Name | Description | Remind every (da'_.rs]l| Comments | Assigned to | Start date
) ) — i Rizks Key co™ |

1 Repair the The frial balance Excel file was 2 When repair iz %e Joseph John  14-5ep-2010

protection problem = found un-protected with finizhed, a new Thom=son 16:32 rued expenzes have not been Mo

of an Excel file as ~ password. The file should be sample should be {Control Ed. (R-PGB)

found in the protected with password. taken and the test Owner) itional journal entries are recorded

quarterhy test should be t the approval of the appropriate

executed again. R-PGE}

Error is made in a financial statement  Yes
it a= a result of an erroneous
tion/ mistake on a working paper. (R-

Defining, assigning and scheduling the
required deficiency remediation tasks

% of protection on electronic
Isheet data (R-PG10)

aid expenses have not been Yes
Ed. (R-PGT)
rued expenses have not been Yes
Ed. (R-PGE)
< | CRN
- lpagefl oft| o | Displaying data 1- 1of 1

& Test plan ” & Schedule (1) H Test results (1) H '@ Test result history (24) | [ Deficiency remediation (1)

3 Prepaid expenses/ Qv & C-PGS The Controller checks the prepaid 1} Prepaid expensesd Accrued expenses No
accrued expenzes expenses accrued expenses detailed  are incorrect or incomplete. (R-PGS)
detailed accounts accounts and verifies that all the

rherk amounts are correct. f
< | ] d

dl |
1Tree ‘u’iEW”SEarch results] A Risks (10) < Controls [1!]]“”51] Diagnostics




ProcessGene™ GRC: Five Roles,
Seven Responsibilities

Role Responsibility

GRC I\/Ianagefl; " Document Business Processes
EX j T/f Risks, Controls, Test Plans

Control Owners Q Execute Controls and document

) execution evidence

Ao

Internal Testers
v 8

External Auditor | /= ] @

Report test results remediation

%/ Conduct tests over Controls. ] % Manage deficiency )

_ Review efficiency of Controls -« Verify deficiency

€ 0 o
SY. o ¥ based on test results .7 remediation
Approvers PR %Sign-Oﬁ Business ]
£ /4 Processes

: ™ q
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Business Process Model for: ProcessGene Demo English

G | B

Tree view
: |8 | Quick Search
[=F%T Model root

# [i]Revenue

[i] Expenditure

= (1] Payroll

[1]Procure to pay

H (i) Inventery managem
H [i] Fixed assets

H (1] Treasury

# [i]Financial reporting
11T General Controls
(3] Entity Level Controls

4

| | [

1 Tree view ” Search rezults I

@~ - (|l 8- 5- 1@ B

BPM/ERP

All Controls

Hello Michael Chang (Process Owner and Approver)!

Status of Controls
w

Only key Controls

Enterprize software implem

Design Business Pr-

i

L

g

Raw Rizk diagnostics \\

Residual Risk diagnostics

View the status of Controls
in the entire organization

Sign-off - Signing status distribution per assigned user (out of started tasks)

Policy enforcement - Signing status distribution per assigned user (out of started tasks)

All

rferances

N M =

& D

2

My tasks

TN AT [~} Data rows: | 30 B

|# | Name ~ | Link | Description | My - Required action | My - Due date | Startdate | Scheduling data
1 Process owner Frocess owner - Approve now 14-Nov-2010 14-Sep-2010 Once; effective
signing statement | signing statement; 17.04 17:0% 14-Nov-2010
Financial reporting 1704
= Opening
Balancesz
2 Process owner Frocess owner - Approve now 14-Nov-2010  14-Sep-2010 Once; effective
signing statement  =igning statement; 17:03 1710 14-Nov-2010
Financial reporting 17:05
= Setting of new
accounts
3 Process owner Process owner Upen the test period — 30-Sep-2010 30-Sep-2010 30 of every 3
“Financial "Financial completion of the 0210 0210 menths at 08:10
reporting” reporting” process, the process effective 20-Sef
declaration declaration; owner will sign-off a 2010 08:10

declaration that the
process was tested
accerding to test plan,
all results were
recorded and
deficiencies were fixed.

Financial reporting
= Preparing the
trial balance




Business Process Model for: ProcessGene Demo English

G | B

Tree view
Quick Search
[=F%T Model root

# [i]Revenue

H [i] Expenditure

= (1] Payroll

& (1] Procure to pay

H (i) Inventery management

H [i] Fixed assets

H [G] Treasury

=47 Financial reporting
[Z]Preparing the trial balance

“«

[Z] Recording additional entries
[Z] Cpening Balances
[Z] Setting of new accounts
[Z] Cutoff accounts
[Z] Contingencies
[Z] Provision for warranty
[Z]Financing component
[Z] Intercompany accounts
[Z]Taxes
H [A]IT General Controls (ITGC)
H [i] Entity Level Controls (ELC)

1Tree view” Search results

: | Mo orkgroug

| A o~ (R~ 51 @19

2l 15

w | -

Model root » Diagnostics - GRC
Diagnostics - GRC

Hello Michael Chang (Process Owner and Approver)!

| Status of Controls

| Status of Controls

o . 9. 29% A distribution of the
Effective Controls’ test results

[ Mot executable 4 13%

[ Ineffective: Insignificant deficiencies ’

O Ineffective: Significant deficiencies

B Insffective: Material weakness B 26%

[0 Not determined 5. 16%

0,0% 5 169
_ Nat InEfFEu_:.'t_ivE: I|'_|E1"F_E_|:.'tive: Ineffe;tive: Nat
Status of Controls Effective executable Ins!g_nlflc_ant Slg!'ll_ﬂu:aljt Material determined Total
deficiencies deficiencies weakness

Controls

P 1B I %

%] Datarows: |30

| Effective | Mot executable | Ineffective: Inﬂ

0000000000

| # | Process name | Control name = | Description
3 SAP Change mat; IT Genera... CM-0_PG3 On an annual basis, the [T man... Mo
4 Logical Access; IT General ... CHM-0_PG3 On an annual basis, the [T man... No
5 0P (1-5); IT General Contro... CM-0_PG3 On an annual basig, the [T man... No
8 SAP Change mat; IT Genera... CM-1_PG2 Businezs management authori... Mo
7 SAF Change mgt; IT Genera... CM-3_PG1 Key user approves all change... Mo
& Preparing the trial balance; ... Excel fles password ... Testing the spreasheet protect... No
8  Manaaing Inventory; Invent.. IM-00-1-a Ongoing-MRB process manag... No
10 Logical Access; IT General ... LA-10_PG1 In order to create a new useri.. Mo
11 SAFP Logical Access; IT Gene... LA-20_PG1 VWHEN employee leaves the co... No
12 Logical Access; IT General ... LA-20_PG1 WHEN employee leaves the co... No
13 SAF Logical Access; IT Gene... LA-4_PG2 Appropriate password setting... ves

No
Mo
Mo
No
Mo
No
TES
Tes
No
Mo
Mo

No
Mo
Mo
No
Mo
No
Mo

No
No
Mo
Mo




Business Process Model for: ProcessGene Demo English

(1;1 | EEE i%] | lEJ" [ Ml UIU' | %@v | (_r;‘l' | @ | "Iﬁ Hello Michael Chang (Process Owner and Approver)!
Tree view | D Mo Yorkgroup v | - 1%
; uick Searc i odel root » Diagnostics -
: Quick 5 h 3 Model t:D t GRC
ELr Model root Diagnostics - GRC
# [i]Revenue
. atus of Controls - nly key Controls - =
# ] Expenditure Status of Control Only key Control
@ @ Payroll | Key Controls
# [i]Procure to pay
® [i]Inventory management - - -
7. 39%
[+ i) Fixed assets B Effective ﬁedlsgg?]::'l:lo?g of the
H (1] Treasury [0 Not executable y
G9Fi l i [ Ineffective: Insignificant deficiencies test results
= neffective: Significant deficiencies
=] inancia rEpD |ng. B Insffect e
(2] Preparing the trial balance B Ineffective: Material weakness
[Z] Recording additional entries [0 Not determined
[Z] Cpening Balances 3, 17%
5, 2B% 0. 0%

[Z] Setting of new accounts

[Z] Cutoff accounts

[Z] Contingencies Ineffective: Ineffective: Ineffective: Not

. Status of key Controls Effective Insignificant Significant  Material
[Z] Provision for warranty SEIENS y o e e e

[Z] Intercompany accounts

determined Total

[Z]Taxes
H [A]IT General Controls (ITGC) Key Controls
# [i] Entity Level Contrals (ELC) & F & ] Datarows: 30 [
Direct access to grouped | # | Process name | Control name = | Description | Effective | Not exeu:utﬂble| Ineffective: Ins.* |
Controls (e.g to the L 1  Preparing the trial balance; ... Calculations / working... Yes No No
ineffective group) = SAP Change mat; IT Genera... CHM-1_PG2 Business management authori.. No Mo Mo
3 Preparing the trial balance; ... Excel fies password ... Testing the spreasheet protect... No No No
4  Managing Inventory; Invent... IM-00-1-a Ongoing-MRB process manag... No Yes No
3  SAF Logical Access; IT Gene... LA-20_PG1 WHEN emplovee leaves the co... No Mo No
8  Logical Access; IT General ... LA-Z20_PG1 VWHEN employee leaves the co... No No No
7  SAF Logical Access; IT Gene.. LA-4_PG2 Appropriate password setting... Yes Mo Mo
& Loogical Access; IT General ... LA-4_PG2 Appropriate password =etting... Yes Mo No
9  Preparing the trial balance; ... Most of the cut-offs a... Mo "ES Mo
10 Preparing the trial balance; ... MWost of the cut-offs a... Mo s Mo |
11 SAP QP (general); IT Gener... OP-2 Backup administrator keeps lo... No Mo Mo ﬂ

1Tree view” Search results




Business Process Model for: ProcessGene Demo English

(u‘l | EEE -%] | Eé' ﬁ' | UIU' | %g' | &" | @ | 'm Hello Michael Chang (Process Owner and Approver)!
Tree view |12 Mo Warkgroug v || B i E 1B

: |8 | Quick Search Model root » Diagnestics - GRC

Efen Model root| Diagnostics - GRC

# [i]Revenue

H [i] Expenditure

= (1] Payroll

[1]Procure to pay

H (i) Inventery management

| | Raw Risk diagnostics - | =

| Raw Risk weight

A distribution of the

# [1]Fixed assets B Low o _Raw Risk W.elgl.“
O Medium 2, 3% in the organization
H (1] Treasury B High 4, 6%
=47 Financial reporting B very high
[Z]Preparing the trial balance
[Z] Recording additional entries
[Z] Cpening Balances
[Z] Setting of new accounts
[Z] Cutoff accounts
gCuntingen:ies Raw Risk weight Low Medium High x;?grg Total
Provision for warranty . [
[Z]Financing component . Risks - =0 -- 53
[Z] Intercompany accounts :
(2] Taxes Raw and Residual Risk Odometer |
[1]1IT General Controls (ITGC)
(G Entity Level Controls (ELC) The average Raw Risk level

and Residual Risk level vs.
the average Risk tolerance
in the organization

Raw Risk Residual Risk

Controlled vs. Residual Risks

0 controlled
[ Residual

20 -
1Tree view”Search results P | LH




Business Process Model for: ProcessGene Demo English

/ku‘T | E}E -%] | lEJ" ﬁ" | uil]' | %‘g' | (5' | @ | 'm Hello Michael Chang (Process Owner and Approver)!
Tree view | Mo Yarkoroup v || @l i 1B
: |8 | Quick Search Model root = Diagnestics - GRC
ELe Model root Diagnostics - GRC
[i]Revenus ﬂ
[i] Expenditure Controlled vs. Residual Ri5k5|
= P Il
@ @ Payro A controlled
[iJProcure to pay [1 Residual T

H (i) Inventery management

[i]Fixed assets

H (1] Treasury

=47 Financial reporting
[Z]Preparing the trial balance
[Z] Recording additional entries
[Z] Cpening Balances

The average controlled
204 vs. residual risk levels
in the organization

[Z] Setting of new accounts 10

[Z] Cutoff accounts

[Z] Contingencies

[Z] Provision for warranty T

[Z]Financing component :

[Z] Intercompany accounts : 0 |
[Z]Taxes Controlled vs. Residual Risks for: ProcessGene Demo English

[1]1IT General Controls (ITGC)
(i1 Entity Lewvel Contraols (ELC)

Controlled vs. Residual Risks - per Category distribution

0 controlled
[ Residual

Model roct

Entity Level
Controls (ELC)

Expenditure

Financial reporting

-
1Tree wiew H Search results 4 | LH




Business Process Model for: ProcessGene Demo English

e E R kR 5@

Tree view “

: |8 | Quick Search
o root

# [i]Revenue

H [i] Expenditure

= (1] Payroll

[1]Procure to pay

H (i) Inventery management

[i]Fixed assets

H (1] Treasury

=47 Financial reporting
[Z]Preparing the trial balance
[Z] Recording additional entries
[Z] Cpening Balances
[Z] Setting of new accounts
[Z] Cutoff accounts
[Z] Contingencies
[Z] Provision for warranty
[Z]Financing component
[Z] Intercompany accounts
[Z]Taxes

[1]1IT General Controls (ITGC)

(i1 Entity Lewvel Contraols (ELC)

¢ [MoWworkgroup

£

Hello Michael Chang (Process Owner and Approver)!

| &~ i) 1B

Model root » Diagnostics - GRC
Diagnostics - GRC

Controlled vs. Residual Risks - per Category distribution

1 Tree view ” Search results

[ controlled
[ Residual

Model roct

Entity Level
Controls (ELC)

Expenditure

Financial reporting

Fixed assets

entory management

IT General Controls
(ITGC)

Payroll

Procure to pay

Revenue

Treasury

The average controlled
vs. residual risk levels
in the organization -
distributed per category




Business Process Model for: ProcessGene Demo English

o~

“®

G | B A . M

Tree view
Quick Search
[=FrT Model root

# [i]Revenue

H [i] Expenditure

= (1] Payroll

& (1] Procure to pay

H (i) Inventery management

H [i] Fixed assets

H [G] Treasury

=47 Financial reporting
[Z]Preparing the trial balance

[Z] Recording additional entries
[Z] Cpening Balances
[Z] Setting of new accounts
[Z] Cutoff accounts
[Z] Contingencies
[Z] Provision for warranty
[Z]Financing component
[Z] Intercompany accounts
[Z]Taxes
H [A]IT General Controls (ITGC)
H [i] Entity Level Controls (ELC)

%%~

1Tree view” Search results

r
@ v
: | Mo orkoroug v

@ ¥

v il 1B

Model root » Diagnostics - Organizational tasks

| Diagnostics - Organizational tasks |

~

Eﬁ @ a [ Data rows: |30

Hello Michael Chang (Process Owner and Approver)!

All tasks in the organization
can be viewed, monitored and
managed from this area

Name Link Description Assigned to Start date Scheduling data Created by ™|

Task: performthe  Steps for the Werify that only fr Elizabeth 14-0ct-2010 14 of every 3 William Taylc
quarterhy test for preparation to the authorized users have Martin 0&:10 months at 08:10;  (Documente
the control: Verify  guarterly/annual access to the payroll (Internal effective 14-0ct-
accesses to financial submission service and Tester) 2010 02:10
payroll submission  statements that access is protected
SErvice {integrity control).; by a complex passwaord

Financial reporting  and an electrenic card.
= Preparing the
trial balance
Process owner Frocess owner The process owner e Werner 27-Sep- Once; effective William Taylc
signing statement  signing statement;  should sign that he Heizenberg 2010 11:11 27-Sep-2010 (Documente
Financial reporting  verified that the process (IT) 11:12
= Recording iz defined appropriately
additicnal entries and that all controlz are
efficient and relevant

A declaration of & declaration of the Upon completion of the 55 Michael 30-0ct-2010 30 of every 3 William Taylc
the process process owner; test period, the process Chang 08:10 months at 08:10;  (Documente
owner Financial reporting owner should declare (Process effective 30-0ct-

= Preparing the that he made sure that Owner 2010 08:10
trial balance the tester executed the and |
required tests properly Approver)
according to the test
plan and that all rezults
were recorded and
deficiencies were
remediated.

Repair the Excel files The trial balance Excel fe loseph 14-Sep- Once; effective William Tavlc
protection problem  password file was found un- Jlohn 2010 16:32 14-Mov-2010 (Documente
of an Excel file as  protection; protected with Themson 1627
found in the Financial reporting  password. The file (Control
quarterly test = Preparing the should be protected Owner)

trial balance with password.

Task: performthe  Excel files Perform the quarterhy fe Elizabeth 04-0ct-2010 4 of every 3 William Tawlc
quarterhy test for password test, as described in the Martin 0&:10 months at 08:10:  (Documente
the control: Excel  protection; test plan. The target of {Internal effective 04-Oct-

| files password Financial reportina  the test iz to verify that Tester 2010 0&-10 | _|v
4 3

Page Il_ of 1

Jump to the end

Displaying data 1-8 of 8

FY




Business Process Model for: ProcessGene Demo English

| ol & | @~ = | o~ | %5~ S5~ @ | 4 Hello William Taylor {Documenter)!

Tree view % | |f | No Workgroup v | @l

Cluick Search Model root » [1] Financial reporting » [2] Preparing the trial balance = Sign-off task management
. . . — Sign-off Processes
3 %3 Model roat [2E2=s, [L] Preparing the trial balance: Sign-off task management
# [i]Revenue

B (G Expenditure [Q Properties”:T Diagram (1) | & GRC (10;10)] & sign-off (1) [@’ ERP (SJHD Change requests (1)”\/Auc| » 7
= (1] Payroll E" @ ﬁl El-' | ™ Data rows: |30 | E’ || This process v

& (1] Procure to pay

ok | # | MName | Process name | Description | Remind every (day5}| Comments | Signing 5tatement| Azsigned to | Start date
H (i) Inventery management - - - ] .
eed 1 Adeclaration Preparing the Upon completion of 1 The sign-off  Process owners e Michael 30-0ct-201

® (i Fixed assets ofthe trial balance; the test peried, the will be signing statement Chang
H [G] Treasury process Financial process cwner performed (Process
3 ; ; ; OWnEr reporting should declare that upon Owner
=) Financial EpDrtlng he made sure that completion of and

P3| Preparing the trial balance the tester executed the quarterhy Approver)

[Z] Recording additional entries the req;ired tesd.t_s test cycle.

. property according
(2] Opening Balances to the test plan and
[Z] Setting of new accounts that all rezultz were
Cutoff accounts recorded and
@ ) ) deficiencies were
[Z] Contingencies remediated.

[Z] Provision for warranty
[Z]Financing component
[Z] Intercompany accounts
[Z]Taxes
H [A]IT General Controls (ITGC)
H [i] Entity Level Controls (ELC)

Define Sign-off tasks per process

1] | |
A/Page i of1] | Displaying data 1 - 1of 1

1Tree viewHSearch results & Sign-off tasks (1) lDﬂ Sign-off Iog“ﬂiﬂ Diagnostics‘




7~ https:/ fwww.pgene.com/ ?objectTypelD=231&pr_id=59&level_id=2&cumulativeType=no&parent_object id=

=101 x| [

| File Edit View Favorites Tools Help

Fary | 15 || This process -

rF
Model root » [1] Financial reporting » [2] Preparing the trial balance » View Sign-off task View a Sign-off J
[L] A declaration of the process owner: View Sign-off task r task details
Global data: in all organizations and projects /
Mame A declaration of the process owner
ID 20
Description Upon completion of the test period, the proce=s owner should declare that he made =ure that the

I= mandatory?
Local data for: USA

Remind every
(days)

Comments

Signing statement
My - Required action
My - Due date
Compliance level
Aszigned to

Start date
End date
Scheduling data

Department
Acknowledged in
local org.?

Created by
Creation date
Modified by
Modification date
Local data modified
by

Local data
modification date

tester executed the required tests properly according to the test plan and that all results were
recorded and deficiencies were remediated.
Mo

1

The =ign-off will be performed upon completion of the quarterly test cycle.
Process owner signing statement

0%
e, Michael Chang (Process Owner and Approver)
30-Sep-2010 08:10

@ 30 of every 3 months at 08:10; effective 30-Sep-2010 03:10
Finance

Yes

System generated data

William Taylor (Documenter)

14-5ep-2010 16:41

Michael Chang (Process Owner and Approver)
27-5ep-2010 10:20

Michael Chang (Process Owner and Approver)

27-5ep-2010 10:20

Hello William Taylor (Documenter)!

ement

"l Change requests (1)”‘{Aud| b=

k- Signing =tat...| Aszigned to Start da

Process

owner

signing (Process

statement Owner
and

Approver)

l |
Pagell_uf 1

o

Displaying data 1 - 1of 1

1Tree viEWHSearch results & Sign-off tasks |[1]|“D- Sign-off Iug“[lﬂl] Diagncstiu:s‘

[ [ [ [ [ [ Trustedsites | Protected Mode: OFF |4 - | # 100% -



/2 https:/ jwww.pgene.com/?pr_id=59&level_id=2&objectTypeID=231%object_id=20&parent_object id=598&
| File Edit View Favorites Tools Help

(0L 2t | HsaveandClose 9 | | || Thiz process »

Model root = [1] Financial reporting » [2] Preparing the trial balance » View Sign-off task » Edit Sign-off task| Edit a Sign-off
[L] A declaration of the process owner: Edit Sign-off task

/ task details

L]

ement

=101 x| [

Hello William Taylor (Documenter)!

Global data: in all organizations and projects

*Name

ID
Description

*I= mandatory?

Local data for: USA
Remind every

(days)
Comments

Signing statement
My - Required action
My - Due date

Compliance level
*feczigned to

Start date
End date
*Scheduling data

Department

Acknowledged in
local org.?

Ii:k declaration of the process owner
20

Upon completion of the test period, the process ﬂ
owner should declare that he made sure that the
tester executed the required tests properly

according to the test plan and that all results were
recorded and deficiencies were remediated. -

Mo |=

—

Process owner signing statement LI
Internal tester signing statement
‘Process owner signing statement

Process performer signing statement

. —
rE?' Michael Chang (Process Owner and Approver)

30-5ep-2010 08:10

& 30 of every 3 months at 08:10; effective 30-Sep-2010 08:10

|Finanu:e |
v

System generated data

Created by
Creation date
Modified by
Modification date

William Taylor {Documenter)

14-S5ep-2010 16:41

Michael Chang (Process Owner and Approver)
27-5ep-2010 10:20

The sign-off will be performed upon completion of the quarterly test cycle. ﬂ

Select the required
signing statement

Assign user(s)

j Change req

uests(l)”‘i{ﬁlud| L

k- Signing =tat...| Aszigned to Start da

Process
owner
=igning
statement

1Tree view ” Search results

l |
Pagell_nf 1

(Process
Owner
and
Approver)

o

Displaying data 1 - 1of 1

& Sign-off tasks {13“'[; Sign-off Iug“[lﬂﬂ Diagncstiu:s‘

[ [ [ | [ [ [ Trustedsites | Protected Mode: Off

[va - [® w0 - 4



7 https:/ fwww.pgene.com/ ?task_id=208&operation=edit_item&isFEMand=1 - ProcessGene - Busine - 0] x| o w2 =

Hello William Taylor (Documenter)!
= Save B B
Y rF
Model root » Select users
Select a tester
Select users ,/ ement
Elizabeth Martin {Internal Tester) ||I'~'1i|:hael Chang (Process Owner and Approver) |
Joseph John Thomson (Control Owner) i
Werner Heisenberg (IT) ] Change requests (1) ” v Auc| LI
William Taylor {Documenter)
W
hents Signing statement Azsigned to
ign-off will | Process owners
Add--z= rformed signing statement
completion
<-Remove + quarterty

wycle.

=l
=
=

My - Reqguired action | --
My - Due date --
Compliance level 100%
*Assigned to r_!'/" Michael Chang (Process Owner and Approver)
Start date 30-Oct-2010 08:10
End date Mone
*Scheduling data 30 of every 3 months at 08:10; effective 30-Oct-2010 08:10
Department
Acknowledged in I
local org.? ¥
System generated data
Created by William Taylor {Documenter)
Creation date 14-Sep-2010 16:41
Modified by Michael Chang (Process Owner and Approver)
Modification date 27-Sep-2010 10:37 -]

dl | i

Pagell of 1 Displayingdata 1- 1of 1

1Tree viEWHSearch results & Sign-off tasks m“ﬂ Sign-off Iog“[liﬂ Diagncstiu:s‘

| [ [ [ [ [ [ Trustedsites | Protected Mode: OFF |4 - | # 100% -




/7 https:/ /www.pgene.com/ ?pr_id=5%&level_id=2&objectTypelD=231&object_id=20&parent_object_id=59& 0] x| %

J File Edit Wiew Favorites Tools Help Hello William Taylor (Documenter)!
(0L 2t | HsaveandClose 9 | | || Thiz process »
rF
Model root = [1] Financial reporting » [2] Preparing the trial balance » View Sign-off task » Edit Sign-off task| Edit a Sign-off J ement
[L] A declaration of the process owner: Edit Sign-off task | taskdetails
Global data: in all organizations and projects j Change requests I:IIIHV(ALJCI| L
*Name |2 declaration of the process owner -
ID 20
De=scription Upon completion of the test period, the process N k- Signing =tat...| Aszigned to Start da;
owner should declare that he made sure that the e —
tester executed the required tests properly oWner
according to the test plan and that all results were signing .
recorded and deficiencies were remediated. i statement Elwn-;zr
*I= mandatory? Mo |- . and
Approver)
Local data for: US4 - :
Remind every Il—
(days)
Comments The sign-off will be performed upon completion of the quarterly test ocycle. ﬂ
A user was Assigned |
Signing statement Frocess owner signing statement LI
My - Required action [Internal tester signing statement . ,
My - Due date ‘Process gwner signing statement Define the task’s
Compliance level Process performer signing statement schedule
*Assigned to ¢ Michael Chang (Process Owner and Approver)
Start date 30-Sep-2010 08:10
End date
*Scheduling data & 30 of every 3 months at 08:10; effective 30-Sep-2010 08:10
Department |Finanu:e |
Acknowledged in |
local org.? ¥
System generated data
Created by William Taylor {Documenter)
Creation date 14-Sep-2010 16:41
Modified by Michael Chang (Process Owner and Approver)
Medification date 27-Sep-2010 10:20 =]
< | i
Pagell of 1 Displayingdata 1- 1of 1
1Tree view“Search results & Sign-off tasks {13“'[; Sign-off Iug“[lﬂﬂ Diagncstiu:s‘

| [ [ [ [ [ [ Trustedsites | Protected Mode: OFF |4 - | # 100% -



7~ https:/ fwww.pgene.com/ ?operation=edit_item&task_id=20 - ProcessGe

‘B

Model root » Task scheduling

=101 x| [

Scheduling data
Task scheduling /—

Edit Sign-off task

" Once

*Start date: |2?-5ep-2mn 10:33 *Oue date: |2?-Nuu-2nm 10:28

% Recurring

i Caily
 wWeekly
o Monthly
o Yearhy

r Recurrence pattern

% Day |30 | of every |3 month(s)
" the |f|:rrth ;” day =] of every |1 menth(s)
=At:

rRange of recurrence

*Start date: [30-Sep-2010 08:10 % Mo end date

" End after: I1U CCCUrrences
" End by: [27-Nov-2010 10:28

=t cycle.

=

*Assigned to

Start date
End date
*Scheduling data

Department
Acknowledged in
local org.?
Systern generate

Created by
Creation date
Modified by
Modification date

r'_'& Michael Chang (Process Owner and Approver)
30-Sep-2010 08:10

30 of every 3 months at 08:10; effective 30-Sep-2010 08:10

[v

d data
William Taylor {Documenter)
14-5ep-2010 16:41
Michael Chang (Process Owner and Approver)
27-5ep-2010 10:20

B

Hello William Taylor (Documenter)!

ement

"l Change requests (1)”‘/Aud| b=

k- Signing =tat...| Aszigned to Start da

Process

owner

signing (Process

statement Owner
and

Approver)

1Tree view” Search results

l

Page Il_ of 1

o

Displaying data 1 - 1of 1

& sign-off tasks |[1}|“Da Sign-off Iug“[liﬂ Diagncstiu:s‘

[ [ [ [ [ [ Trustedsites | Protected Mode: OFF |4 - | # 100% -



Business Process Model for: ProcessGene Demo English

| ol & | @~ = | o~ | %5~ S5~ @ | 4 Hello William Taylor {Documenter)!

Tree view % | |f | No Workgroup v | @l

Cluick Search Model root » [1] Financial reporting » [2] Preparing the trial balance = Sign-off task management
3 %3 Model roat [2E2=s, [L] Preparing the trial balance: Sign-off task management
# [i]Revenue

B (G Expenditure [Q Properties”:T Diagram (1) | & GRC (10;10)] & sign-off (1) [@’ ERP (SJHD Change requests (1)”\/Auc| » 7
= (1] Payroll E" @ ﬁl El-' | ™ Data rows: |30 | E’ || This process v

& (1] Procure to pay

ok | # | MName | Process name | Description | Remind every (day5}| Comments | Signing 5tatement| Azsigned to | Start date
H (i) Inventery management - - - ] .
ed 1 Adeclaration Preparing the Upon completion of 1 The sign-off  Process owners e Michael 30-0ct-201

[ [i] Fixed assets af the trial balance; the test period, the will be signing statement Chang
H (1] Treasury Process Financial Process owner performed (Process
3 ; ; ; OWnEr reporting should declare that upon Owner
=) Financial EpDrtlng he made sure that completion of and

P3| Preparing the trial balance the tester executed the quarterhy Approver)

[Z] Recording additional entries the req;lred tesd.t_s test cycle.

. properly according
(2] Opening Balances to the test plan and
[Z] Setting of new accounts that all rezultz were
Cutoff accounts recorded and

@ ) ) deficiencies were

[Z] Contingencies remediated.

[Z] Provision for warranty

[Z]Financing component

[Z] Intercompany accounts

[Z]) Taxes
H [A]IT General Controls (ITGC)
# (1) Entity Level Contrals (ELC) The Sign-off task is defined

l | il

| Page|t of1| | Displaying data 1- 1of 1

1Tree viewHSearch results & Sign-off tasks (1) lDﬂ Sign-off Iog“ﬂiﬂ Diagnostics‘




ProcessGene™ GRC: Five Roles,
Seven Responsibilities

Role Responsibility

GRC Managef'; ~~Document Business Processes
B lj T/f Risks, Controls, Test Plans

Control Owners Q Execute Controls and document

) execution evidence

Ao

Internal Testers
v 8

External Auditor | /= ] @

Report test results remediation

%/ Conduct tests over Controls. ] % Manage deficiency )

_ Review efficiency of Controls -« Verify deficiency

€ 0 o
SY. o ¥ based on test results .7 remediation
Approvers PR %Sign-Oﬁ Business ]
& /4 Processes

: ™ q
Copyright © 2011 P rOOGSSGene Business Process Realization Slide 79 of 81




I:L':'; Inbox - Microsoft Qutlook

! File Edit View Go Tools

Actions

Eusiness Contact Manager

PadNew v | g5 3 X | CaReply (@ Replyto Al (g Forward | [

Help
ESEndIRegeive - @ [ Zearch address books

G} Business Contact Manager Home

Display~ | 2l E-mail Auto-link... | Link to Record &

Type a queskion Far help

]

X

{a) Deleted Items (137]
7| Drafts [119]
[ Inbox {12}
[ Infected
L@ Junk E-mail
3 mail
@ Cuthox
[ Quarantine
% RSS Feeds
Sent tems
Ejj Search Folders
@ Archive Folders
ﬁ Business Contact Manager

Mail «
Favorite Folders S
Drag Your Favorite Folders Here
Mail Folders =
2] All Mail Items -
= @@' My Personal Folders

| »

Current View

& Messages

b

=

L1 Inbox |search Inbox Ly
|Click here to enable Instant Search |
Y[ @ From Subject Received Size Fa -
= Date: Yesterday

= Campliance Enfaorcer 50X - Control Testing Reminder Mon 3,/1,/2010 11:57 PM 15 KB L |

2 Messages with AutoPreview

2 Last Seven Days

{ Unread Messages in This Folder

& SentTo L]
el (@ -

SOX - Sign-Off Reminder P

An automatic email from the Process’s Sign-off reminder

Compliance Enforcer [Compliance-Enforcer@processgene.com]
Tue 3/2/2010 12:03 AM
To: Michael. Chang @global-productions. com

Sent:

Dear Michael Chang,

A setof business processes that are under your responsibility are awaiting your periodic review and
approval.

Please follow thisto review and complete your compliance action items.

Thank you,

S0X Campliance Enforcement System
complisnce-enforcer@processaens.com

This message is for the designated recipient only and may contain privileged, proprietary, or otherwise confidential
information. If you have received this message in error, pleasze notify the sender immediately and delete the ariginal. Any
other use, dissemination, printing, or copying of this email is strictly prohibited.

| »

4

legoqg-ol

yrieasay MY 00°8 %

syse] Gf ivpo) .1

3236 Items




Business Process Model for: ProcessGene Demo English

| ol & | @~ = | o~ | %5~ S5~ @ | 4 Hello Michael Chang {Process Owner and Approver)!

Tree view | | Mo Workaroug v || @iy A

: |8 | Quick Search Model root » My Home Page

= £a] Model root My Home Page
# [i]Revenue " =
[i]Expenditure Project steps =
(1] Payroll IGRC (Governance, Risk and Compliance management) ;I
(i]Procure to pay Document Processes, Risks & Controls | Test, Evaluate, Remediate Signatures Reporting & Diagnostics

H (i) Inventery management

= HAOHMDE L= B b

=417 Financial reporting

[F3| Preparing the trial balan P

et -y 05—
[Z] Cpening Balances 4

[Z] Setting of new accounts r E. @ i} [“] Data rows: 30 (=]
[Z] Cutoff accounts i o . i
1 Conti . | # | Name | Link | Description | Aszigned to | Start date | Scheduling data |
ontingencies
L. 1 A declaration of & declaration of the Upen completion of the Wichael 30-Sep-2010 30 of every 3 months
2] P.r|:|w5|.c:n for warranty the process owner process owner; test period, the process % Chang D&:10 at 08:10; effective
[Z]Financing component : Financial reporting  owner should declare (Process 30-5ep-2010 08:10
[Z] Intercompany accounts > Preparing the that he made sure that Owner and
trial balance the tester executed the Approver)
(2] Taxes required tests property
[A]1IT General Controls (ITGC) according to the test
. plan and that all results
(i1 Entity Lewvel Contraols (ELC) were recorded and
deficiencies were

- remediated.
Michael Chang’s 2 Process owner Process cwhner - &, Michael 14-Zep-2010 Once; effective 14-
Personal tasks area signing statement  signing statement; Chang 1708 Nov-2010 17.04
Financial reporting {Process
= Opening Owner and
Balances Approver)
M_|Chae| Chang'’s 3 Process owner Process owner - &r, Michael 14-Sep-2010 Once; effective 14-
Sign-off task signing statement  signing statement; Chang 17:10 Nov-2010 17:05
Financial reporting (Process
= Setting of new Owner and
accounts Approver)
a| [ »
| Page Il of 1| Displaying data 1- 3of 3 —

1Tree view” Search results] ﬂ




/~ https:/ {www.pgene.com/ ?object TypelD=231&redirect=nofobject_id=20&operation=none&ls 0] x| =

J File Edit WVew Favorites Tools Help Hello Michael Chang (Process Owner and Approver)!
E? i} EJ @ This process v
rF
Model root = [1] Financial reporting » [2] Preparing the trial balance » View Sign-off task Sign-off task =
[L] A declaration of the process owner: View Sign-off task details
Global data: in all organizations and projects -
Mame A declaration of the process owner
D 20
Description Upon completion of the test period, the process owner should declare that he made =sure that the R TR fi
tester executed the required tests properly according to the test plan and that all results were =5 EESUROESN S
recorded and deficiencies were remediated.
I= mandatory? Mo - .
ana! data for: USA - —— |Approval declaration Lot |E|
Remind every 1 =
(days])
Comments The =ign-off will be performed upon completion of the quarterly test cycle.
Signing statement Process gwner signing statement
My - Required action| Approve now | <€—
My - Due date 27-5ep-2010 10:40 \ . L
Compliance level 0% Required action:
Assigned to &% Michael Chang (Process Owner and Approver) Approve now Start date Scheduling data
Start date 27-5ep-2010 10:40 27-Sep-2010 @@ 27 of every 1 month
End datn_z 10:40 ~ at 10:40; effective
Scheduling data 27 of every 1 month at 10:40; effective 27-Sep-2010 10:40 27-Sep-2010 10:40
Department Finance
Acknowledged in ¥
local org.? &=
System generated data
Created by William Taylor (Documenter)
Creation date 14-Sep-2010 16:41
Modified by Michael Chang (Process Owner and Approver)
Modification date 27-Sep-2010 10:37 14-5ep-2010 @@ Once; effective 14-
e ! 17:09 ~ Nov-2010 17:04
:;;Eal data modified Michael Chang (Process Owner and Approver) ArTRL
Local data
maodification date 27-Sep-2010 10:37
14-Sep-2010 @@ Once; effective 14-
17:10 " Now-2010 17:05
=]
RETCEREREY
1 »
Page|l |of1 Displaying data 1 - 3 of 3

Search results -



/2 https:/ fwww.pgene.com/ *task_id=208pr_id=59&level_id=2&objectTypelD=231&page_object_id=59&cumula 0] x| 5

J File Edit Wiew Favorites Tools Help Hello Michael Chang (Process Owner and Approver)!
aripye
rF

Model root » [1] Financial reporting » [2] Preparing the trial balance » Process sign-off J ement

[L] A declaration of the process owner: Process sign-off

A= the owner of this process I hereby declare that I personally made sure that all the risks related to :] Change requests (1) ” ‘i( Auc| L

this process were examined and handeled appropriately. In addition, I also reviewd the definition and

the exeution of the controls that are aimed at mitigating those risks and I find them correct and w

efficient.

3 Signing statement | Asszigned to

off wil | Process owner's #ig Michael Chang
‘med signing statement - (Process
npletion Owner and
arterhy Approver)

]

\ Confirm the Sign-off declaration

k4|
System generated data
Created by William Taylor (Documenter)
Creation date 14-Sep-2010 16:41
Modified by Michael Chang (Process Owner and Approver)
Modification date 27-5ep-2010 10:37
:;;Eal data modified Michael Chang (Process Owner and Approver)
Local data
maodification date S EEea il L
=]

l | il

Pagell of 1 Displaying data 1 - 1o0f 1

1Tree viewHSearch results & Sign-off tasks [1]“@- Sign-off Iog“[liﬂ Diagnostics‘




7~ https:/ fwww.pgene.com/?pr_id=5%&level id=2&isPopupWindow=TRUE&objectTypelD=231&task id=208&user - |EI|£| 5

| File Edit View Favorites Tools Help
ARy

rF
Model root » [1] Financial reporting » [2] Preparing the trial balance » Process sign-off J ement

[L] A declaration of the process owner: Process sign-off

Hello Michael Chang (Process Owner and Approver)!

A= the owner of this process I hereby declare that I personally made sure that all the risks related to :] Change requests (1) ” ‘i( Auc| L
this process were examined and handeled appropriately. In addition, I also reviewd the definition and

the exeution of the controls that are aimed at mitigating those risks and I find them correct and w

efficient.

3 Signing statement | Asszigned to

off will | Process owners ‘1‘_ Michael Chang
‘med signing statement |  (Process
npletion Owner and
arterhy Approver)

Signed by: Michael Chang (Process Owner and Approver)
Date: 2010-09-27 10:56:19

k The Sign-off declaration is
documented in the system
k|
System generated data
Created by William Taylor (Documenter)
Creation date 14-5ep-2010 16:41
Modified by Michael Chang (Process Owner and Approver)
Modification date 27-5ep-2010 10:37
tical data modified Michael Chang (Process Owner and Approver)
Local data
maodification date 27-5ep-2010 10:37
k|

l | il

Pagell of 1 Displaying data 1 - 1o0f 1

1Tree viewHSearch results & Sign-off tasks [1]“@- Sign-off Iog“[liﬂ Diagnostics‘




Business Process Model for: ProcessGene Demo English

| ol & | @~ = | o~ | %5~ S5~ @ | 4 Hello Michael Chang {Process Owner and Approver)!

Tree view “

: |8 | Quick Search
[= £ Model root

# [i]Revenue

H [i] Expenditure

= (1] Payroll

& (1] Procure to pay

H (i) Inventery management

H [i] Fixed assets

H [G] Treasury

=47 Financial reporting
Pl Preparing the trial balance|
[Z] Recording additional entries
[Z] Cpening Balances
[Z] Setting of new accounts
[Z] Cutoff accounts
[Z] Contingencies
[Z] Provision for warranty
[Z]Financing component
[Z] Intercompany accounts
[Z]Taxes

H [A]IT General Controls (ITGC)

H [i] Entity Level Controls (ELC)

: | Mo Workgroup v | @l

Model root » [1] Financial reporting » [2] Preparing the trial balance = Sign-off log
[2]2%2,, [L] Preparing the trial balance: Sign-off log

[Q F"rr::perties”:T Diagram (1]IHK> GRC (10,-’10}] & Sign-off {1]”@] ERP (SIIHD Change requests (1)”‘(;1uc| L4

%] |Data rows: | 30 B | E‘

# | Uszer full name = | Active/Historical uger | Date | Signing statement |
1 WMichael Chang (Process  Active 27-Sep-201010:36  As the owner of this process | hereby declare
Owener and Approver) that | persenaly made sure that all the risks

related to this process were examined and
handeled appropriately. In addition, | also
reviewd the definition and the exeution of the
controls that are aimed at mitigating those rigks
and | find them correct and efficient.

All historical Sign-offs
for this process

| Page |1 of 1| | Displaying data 1-1of 1

1Tree view” Search results

IE’ Sign-off tasks (1) ||'[2. Sign-off Ing“[liﬂ Diagnostics




Business Process Model for: ProcessGene Demo English

G | B

Tree view
: |8 | Quick Search
[=F%T Model root

# [i]Revenue

H [i] Expenditure

= (1] Payroll

& (1] Procure to pay

H (i) Inventery management

H [i] Fixed assets

H [G] Treasury

=47 Financial reporting
[Z]Preparing the trial balance
[Z] Recording additional entries
[Z] Cpening Balances

“

[Z] Setting of new accounts
[Z] Cutoff accounts
[Z] Contingencies
[Z] Provision for warranty
[Z]Financing component
[Z] Intercompany accounts
[Z]Taxes
H [A]IT General Controls (ITGC)
H [i] Entity Level Controls (ELC)

| A o~ (8- 51 @19

: | Mo wiorkgroug

Hello Michael Chang (Process Owner and Approver)!
v || &l i) 1B
Model root » Diagnostics - GRC
Diagnostics - GRC

| =

|Sign-u:uf'f - Signing status distribution per assigned user (out of started tasks)

|5ign—nff - Signing status distribution per assigned user (out of started task5}|

A gauge indicating
the current organizational
Sign-off status

1, 20%

[ signing completed
[ signing in process
B Signing in delay

1, 20%

Sign-off - Signing status distribution per assigned user (out of started tasks)
E‘r' ] Data rows: |30

1Tree view” Search results

| Pagell of1|

| # | Name | Process name | User ful name | Due date | Status

1  Process Recording additional Jozeph John Thoemzon (Control 14-Now-20110 16:57  Signing in process
OWNEr Signing | entries; Financial Owner)
statement reporting

2 Adeclaration Freparing the trial Michael Chang (Process Owner  27-0ct-2010 10:40 Signing completed
ofthe process  balance; Financial and Approver)
oW ner reporting

3 Process Cpening Balances; Michael Chang (Process Owner  14-Mov-2010 17:04  Signing in process
OWNEr 8igning | Financial reporting and Approver)y
statement

4  Process Setting of new Michael Chang (Process Owner  14-Now-201017:05  Signing in process
OWnNEer signing = accounts; Financial and Approver)
statement reporting

5 Proces ownsr  Recording additional Werner Heizenberg (IT) 27-Sep-201011:12  Signing in delay
signing entries; Financial
statement reporting

Displaying data 1- 5of 5




Thank You!

ProcessGene Ltd.

For additional information:
WWW.processgene.com

: ™ q
Copyright © 2011 P roceSSGene Business Process Realization Slide 88 of 81



